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AHHOTAIMS

OBILAS XAPAKTEPUCTUKA MTPOPECCUOHAJTILHOTO MOJTYJIS
CTPYKTYPA U COJIEPYKAHUE ITPO®ECCUOHAJIBHOIO MOJIY JI
VCJIOBUS PEAJIM3ALIMU [TPOPECCUOHAJILHOIO MOYJIS

. KOHTPOJIb " OLIEHKA PE3VJILTATOB OCBOEHUSI
[TPOGECCUOHAJILHOTO MOAYJIS
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1. AHHOTALMS

[TpodeccruonanbHbIN MOJYJ1b [IM.02 3amura nHpopmanuu B
aBTOMATH3UPOBAHHBIX CHCTEMaxX IMPOrPaMMHBIMH U IMPOTrpaMMHO-aNnapaTHEIMU
CPEICTBAMH OTHOCHUTCS K 00s13aTEIbHOM YacTH IUKJIa TPO(eCCUOHATBLHOM MOJATOTOBKU
[ITICC3 CIIO, ycranaBnuBaroleid 0a30Bble 3HAHUS IO CHEIUATBLHOCTH CPEIHETO
npodeccuonanpbHoro obpazoanust 10.02.05 OOecneuenue UHPOPMAITUMOHHOM
0€30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

[enp  u3yyeHus  NOpOPECCHOHATILHOIO  MOAyJds -  (opmMupoBaHHe
KOMIIETEHTHOCTH B 00JacTh pa3padOTKU W JKCIUTyaTallud aBTOMATHU3UPOBAHHBIX
CUCTEM B 3alUIIEHHOM VCIIOJIHEHUH, OTIEIbHBIX KOMITOHEHTOB

ABTOMATH3UPOBAHHBIX CHUCTEM, C Y4ETOM TPeOOBAaHMHM HOPMATHUBHO-TEXHHYECKOW W
METOUYECKON JOKYMEHTAIHEH 10 0OecrieueHIIo 6e30MacHOCTH UHPOPMALIHH.
OO6muit  o0beM yueOHOM Harpy3ku 10 TPOPEecCHOHATLHOMY MOIYIIIO
coctaBisieT 634 yaca, Harpy3ka BO B3aUMOJICMCTBUM C IMPENOJIaBaTeIeM COCTaBJISET
354 gaca, camoctosaTensHOM padoThl — 80 yacos.
Conepxanue npohecCuOHaILHOTO MOJYJIS BKIIFOYAET:
- U3y4YEHHUE pa3eNIoB MexaucIuIInHapHoro kypca MJIK 02.01:
1. OcHOBHBIC TPHUHIMIBLI TPOTPAMMHONW M MPOTPAMMHO-ANIAPATHOW 3alTUTHI
uHdopmaru
3ammuTa aBTOHOMHBIX aBTOMaTH3UPOBAHHBIX CUCTEM
3ammra UHPOpPMaALUHU B JTOKAIBHBIX CETIX
3amuTa nHGOopMaIlMK B CETAX 00IIEro J0CTyIa
3amuTa nHpopmanuu B 6azax JaHHBIX
MOHUTOPUHT CHCTEM 3aIlUTHI
- U3yYEHHE Pa3eioB MexaucuurummHapaoro kypca MJIK 02.02:
1. MaremaTuyeckue OCHOBBI 3aIUTHI HHPOPMALINH
2. Kmaccuueckas kpunrorpadus
3. CoBpeMeHHas kpuntorpadus
Texkyiuii KOHTPOJIb MPOBOAUTCS B (POpPME OLIEHKH TECTUPOBAHMUS, IKCIEPTHOIO
HAOJIFOICHHST 32 BBIIOJIHEHHEM JIA0OPATOPHBIX M TMPAKTUYECKUX pPaOOT, OICHKHU
MPOIIeCCa U PEe3yJIbTATOB BHITIOJHEHUS BHIOB paObOT HA TIPAKTHUKE.
dopma MPOMEKYTOUHON arTecTanuu — AuddepeHnpoBaHHbIA 3a4eT, IK3aMeH
(kBN (DPUKAITMOHHBIN ).
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2. OBIIAA XAPAKTEPUCTUKA ITPO®ECCHOHAJIBHOI'O MOAYJIsA

2.1. Mecto npodeccuoHAILHOI0 MOAYJIsi B CTPYKTYpe NMPOrpaMMbl MOATOTOBKH
CHEeNMATUCTOB CPeIHero 3BeHa.

[TpodeccronanbHbIN MOJYJ1b [IM.02 3amura uHbopMauu B
aBTOMATH3UPOBAHHBIX CHCTEMaxX MPOrPAMMHBIMH U TMPOTrpaMMHO-aNMapaTHEIMU
CPEICTBAMH OTHOCUTCS K MPOGECCHOHATLHOMY Y4eOHOMY IMUKITY MPpodheccCu OHATbHON
MOJATOTOBKM  TPOTPaMMBbI  MOATOTOBKM  CIICIIUATUCTOB  CPEIHETO 3BEHA IO
CHEIUATBHOCTU cpeaHero npodeccruonanbroro oopaszosanus 10.02.05 Obecneuenue
nH(OPMAIIMOHHON 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM.

2.2. lleqb ¥ IUIaHMpPYeMbIe Pe3YJbTAThl OCBOEHHUS NP O} ecCHOHATBLHOI0 MOLYJIS .

B pesymbrare ocBoeHus mpodeccuonanpbHoro wMoxayias I[IM.02 3ammura
nHpopMalM B aBTOMATHU3UPOBAHHBIX CHUCTEMaxX MPOrPaMMHBIMU M IMPOrPAMMHO-
anmapaTHBIMU CPEACTBAMH OOYYaIOIIMICSA JOJDKCH 00Ja7aTh IMPeayCMOTPEHHBIMHU
OI'OC CIIO mno cnenuanpHOocTH 10.02.05 OOecmeuenne uHGPOPMAIMOHHOM
0€30MacHOCTH  aBTOMATHU3UPOBAHHBIX CHCTEM yMCHHUSMH, 3HAHUSMH, KOTOpPHIC
(GhOpMHUPYIOT CeAYIONINE MPOodecCuoOHATIbHbIe KOMIIETEHIIUN:

Kon HaunMeHOBaHNE BHIOB JIeSITEJIbHOCTH M NIPO(PECCHOHATBHBIX KOMIIETEHIMNI

B/ 2 3amura uHpopMauMH B ABTOMATH3MPOBAHHBLIX CHCTEMaX MPOrPaMMHBLIMH H
NPOrpaMMHO-aNNapaTHbIMH CPeACTBAMH

IIK 2.1. | OcymecTBiasATh yCTAHOBKY U HACTPOUKY OTAENBbHBIX IPOrPAMMHBIX, IPOrPAMMHO-
anmapaTHbIX CPEJCTB 3aIUTHI MH()OpMAIIH.

[IK 2.2. | OGecnieunBath 3aMTy UH(GOPMAIIMN B ABTOMAaTH3MPOBAHHBIX CUCTEMAX OT/EIbHBIMU
IPOrPaMMHBIMH, IPOrPaMMHO-aNINIAPATHBIMU CPEACTBAMH.

[1K 2.3. | OcymiecTBsTh TECTUPOBAHNE QYHKIUI OTAEIBHBIX IPOrPAMMHBIX U POrPaMMHO-
amnmapaTHbIX CPEeJICTB 3aIUTHI MH()OpMAIIH.

IIK 2.4. | OcymiecTBasTh 00pabOTKyY, XpaHEHHE U Tepeaavdy HH(OpPMAIUK OrPaHUIESHHOTO
JIOCTyTA.

[IK 2.5. | YHuuToxxath HH(GOPMALIMIO U HOCUTEIN HH(OPMALIUU C HCIIOIb30BAaHHEM MTPOr PAMMHBIX
U IPOIPAMMHO-AINAPATHBIX CPEACTB.

IIK 2.6. | Ocy1ecTBasATh pErMCTPALMIO OCHOBHBIX COOBITHI B aBTOMaTH3UPOBAHHBIX
(MHpOPMALIMOHHBIX) CUCTEMAX, B TOM YHCJIE C UCIIOIb30BAHUEM IIPOI'PAMMHBIX U
[IPOrpaMMHO-aINIAPATHBIX CPENICTB OOHAPYKEHUSI, IPENYPEXKIECHUS U JIMKBUIALIUY
HOCJIEACTBUN KOMIIBIOTEPHBIX aTakK.

OcBoeHue MnpodecCHOHAIBPHOTO MOAYJS HANpaBJICHO HAa pPa3BUTHE  OOUIMX
KOMIIeTEeHIIM:

Koa HanmeHoBaHue BUIOB AeSITEJILHOCTH U PO ecCHOHAIBbHBIX KOMIIETEHIH

OK 01. | Boibupath ciocoObl perieHus 3a1a4 npopeccuoHaIbHOM e TeNbHOCTH TPUMEHUTEIBHO
K Pa3JIMYHbIM KOHTEKCTaM

OK 02. | Ucnosp30BaTh COBPEMEHHBIE CPE/ICTBA IIOMCKA, aHAIM3a U MHTEpIpeTaluy nHpopmanuu
1 MHGOPMAIIMOHHBIE TEXHOJIOIMH JUIsI BHITTOTHEHUS 3a/1a4 MpodeccroHaIbHON
JeSITeIbHOCTU

OK 03. | [ImanupoBaTh U peasu30BbIBaTh COOCTBEHHOE MPOPECCHOHATBHOE U IMYHOCTHOE
pa3BUTHE, IPEANPUHUMATENBCKYIO ASSITENBHOCTD B podeccuoHallbHOI chepe,
UCIOJIb30BaTh 3HAHUS 110 IIPABOBOM U (PMHAHCOBOM IPaMOTHOCTH B Pa3JINYHBIX
KU3HCHHBIX CUTYalMIAX

OK 04. | DddekTHBHO B3aUMO/ICHCTBOBATh U PabOTaTh B KOJUICKTUBE U KOMAH/JIC

OK 05. | OcymiecTBisiTh YCTHYIO U TMCbMEHHYIO KOMMYHHUKAIMIO HA TOCYIAPCTBEHHOM $3BIKE




Poccuiickoit @enepanuu ¢ yaeToM 0COOCHHOCTEH COMATBHOTO U KYJILTYPHOTO
KOHTEKCTa

OK 06. | [IposiBAST IpaXaaHCKO-NATPUOTUYECKYIO MTO3UIINIO, 1EMOHCTPUPOBATH OCO3HAHHOE
MIOBEJIEHUE HA OCHOBE TPAIUIIMOHHBIX POCCHICKUX TyXOBHO-HPABCTBEHHBIX IICHHOCTEH, B
TOM YHCJIE C YIETOM TapMOHU3AINH MEKHAIIMOHAIBHBIX U MEXKPEIUTHO3HBIX OTHOIICHHH,
MPUMEHSITh CTAHJIAPTHl AaHTUKOPPYIIIMOHHOTO MOBEICHHS

OK 07. | CozmeiicTBOBaTh COXPAaHEHUIO OKPYXKAIOIIECH CPEMIbI, PpECYpCOCOEPEKEHUIO, TPUMEHSITh
3HaHMS 00 U3MEHEHUH KJIMMaTa, IPUHIHUIIEI OepeKINBOro MPOU3BOJCTBA, dPPEKTUBHO
JICIICTBOBATh B UYPE3BbIYANHBIX CUTYaLMIX

OK 08. | Mcnonb3oBath cpenctBa GU3NYECKON KYIbTYPBI 111 COXPaHEHUS U YKPEIJICHUS 3710POBbSI
B IIporiecce MpodeccnoHanbHON AESITENbHOCTU U OJAepXKaHUS HE0OXOIUMOT0 YPOBHS
(U3NYECKOM MOATOTOBICHHOCTH

OK 09. | ITonb3oBaTbes mpodeccuoHaNTbHOM JOKYMEHTalell Ha ToCy1apCTBEHHOM U HUHOCTPaHHOM
A3bIKaX

Pe3yabTaTnl 00y4yeHus (3HAHMS, YMEHUS, IPAKTHYECCKUHA OIBIT)
B pesynpTaTe ocBoeHUs MPO(HEeCCHOHATLHOTO MOAYJISl 00 yJaIOUTUICS TOIKEH:

HMETh —YCTQHOBKM, HACTpPOMKM IPOrpaMMHBIX CPEICTB 3allUThl HMHPOpMALMU B
MPAKTUYECK | aBTOMAaTU3UPOBAHHOMN CUCTEME;
i OITBIT —o0ecreyeHts 3alUThl aBTOHOMHBIX aBTOMaTU3UPOBAHHBIX CUCTEM NPOrpaMMHBIMU U

[IPOrpaMMHO-aIlapaTHbIMU CPEICTBAMU;

—TeCTUPOBaHUsl (DYHKIUH, JTUAarHOCTUKA, YCTPAHEHUsS OTKA30B U BOCCTAHOBJICHMUS
paboTOCIOCOOHOCTH MPOrpaMMHBIX M IMPOrpaMMHO-ANNAapaTHBIX CPEACTB 3alUThHI
uH(popMauy;

—pemenus 3amay 3aumTel or HCJ[ k wmHboOpManuu OrpaHMYEHHOro AOCTyHa ¢
MIOMOIIBIO TPOTPAMMHBIX U IIPOrPAMMHO-AaNIaPaTHBIX CPEACTB 3aLIUTHI HH(OPMAILINH;

—MPUMEHEHUSI  JJICKTPOHHOW  MOANMMCH, CHUMMETPUYHBIX M  aCHMMETPHYHBIX
KpUNTOrpauuecKuX aJropuTMOB U CPEACTB MNP POBAHUS JaHHBIX;

—yuérta, 00pabOTKH, XpaHEHUs M Tepeaadyd MHGopMalMu, sl KOTOPOH YyCTaHOBIIEH
PEXKUM KOH(UACHIIMATBHOCTH;

—paboThI C MOJACUCTEMaMU PETUCTPALIUN COOBITUI;

—BBISIBJICHUS COOBITHI M HHIIUJEHTOB O€30MIaCHOCTH B aBTOMaTHU3UPOBAHHOM cCUCTEME

YMETh —yCTaHABIMBATh W HACTPAMBATh CPEICTBA AHTUBHPYCHOW 3aIUTHI B COOTBETCTBHUH C
MPEIbSIBISIEMBIMU TPEOOBAHUSIMH;

—IMarHOCTUPOBaTh, YCTPaHATh OTKa3bl, o0ecmedynBaTb pPabOTOCIMOCOOHOCTH U
TECTHPOBATh (PYHKIIMH NMPOrPaMMHO-ANNapaTHBIX CPEACTB 3aIlUThl HH(OpMaLHH;

— MPUMEHSTh TMPOrPAMMHBIE M IMPOTrPaAMMHO-ANMAPATHBIC CPENCTBA JUISI  3aIUTHI
nHpopmaruu B 6a3ax TaHHBIX;

—MpOBEPATh  BBHINOJHEHHE  TpeOOBaHW 1Mo  3amure  UHPOpMAUU  OT
HECAHKIIMOHUPOBAHHOTIO JOCTyNa MpH aTTecTallud OOBEKTOB HH(QOpMATHU3AIMH IO
TpeboBaHUsAM 0€30MacHOCTH UHPOPMAIIUH;

—MPUMEHSTh MAaTEMATHYCCKHI ammapaT Ui BBIMOJIHCHUS KPUITOrPaPHIESCKUX
npeo0pa3oBaHuUid;

—HCII0JIb30BaTh TUIIOBBIE MPOrPaMMHBIE KPUMITOrpadUuecKre CpeAcTBa, B TOM YHCIIe
AIIEKTPOHHYIO TTO/IITUCH;

—MPUMEHSITh CPEICTBA TAPAHTHPOBAHHOTO YHUYTOXKECHUS WH(popManuu;
—yCTaHaBIIMBATh, HACTPANBATH, IPHMEHSTH IPOT'PAMMHBIE U TTPOT'PAMMHO -
amnmapaTHbIE CPEICTBA 3aIUTHI HH(pOpManK;

—OCYIIECTBJISITh MOHUTOPUHT W PETHCTPAIUIO CBEICHUN, HEOOXOIUMBIX JIJIS 3aIUThI
00BbEKTOB HMH(pOpMATH3AIMK, B TOM YHCIE C HCHOJb30BAHUEM IPOTPAMMHBIX |
MIPOTPaAaMMHO-AMMAPATHEIX CPEACTB OOHAPYXKEHHsSI, MPEAYNPEKICHUS U JIMKBUIAINH
MOCIIE/ICTBUI KOMIIBIOTEPHBIX aTaK




3HaTh

— 0COOEGHHOCTH M CHOCOOBI MPUMEHEHHS MPOTPAMMHBIX M IPOrPaMMHO-aImapaTHbIX
CpEICTB 3alMThl WHGOpPMAIMKM, B TOM 4YHCJE, B OINEPAI[MOHHBIX CHCTEMaXx,
KOMITBIOTEPHBIX CETsX, 0a3ax JaHHBIX;

—METO/bl TECTUPOBAHUS (YHKIUHW OTIACIBHBIX IPOrPAMMHBIX M IPOTrPaMMHO-
anmapaTHBIX CPECTB 3aIIUThl HH(POPMAIIIH;

— TUTIOBBIE MOJIENIM  YIPABJICHUS] JOCTYIIOM, CpPEIACTB, METOJOB M IPOTOKOJIOB
UIeHTH(UKAIINY U ayTeHTH PUKaInu;

— OCHOBHBIC TOHATHS KpUOTOrpadud W THUIIOBBIX KPUOTOrpauueCKUX METOJOB H
CpPECTB 3aIIUThl HH()OPMAIIHH;

— 0COOEHHOCTH M CIOCOOBI MPUMEHEHHS MPOTPAMMHBIX U TPOrPaMMHO-aNMmapaTHBIX
CPEICTB TapaHTUPOBAHHOTO YHHUTOXKEHUSI HH(OPMAITUH;

— TUTIOBBIE CPEICTBA W METONBI BEIEHUS aylduTa, CPEICTB U CHOCOOOB 3allUTHI
uHpopMaluu B JIOKAJIbHBIX BBIYMCIUTENBHBIX CETAX, CPEIACTB 3alIUTBl  OT
HECaHKIIMOHUPOBAHHOTO 10CTyNa

2.3. Kosin4ecTBO 4aCOB, OTBOAMMOE HA OCBOeHHE MPO(eCcCHOHATBHOI0 MOIYJIA.
Bcero gyacoB — 634 gaca, B TOM 4HCJIE:

o0s13aTeIbHOM ayIUTOPHON yueOHOM Harpy3ku oOydaromierocs—354 yaca;
CaMOCTOSITEIbHOM paboThl oOy4daromierocsi— 80 yacos;

Ha IPAKTUKH: y4eOHyIo — 72 Jaca

npou3BoicTBeHHYI0 —108 yacos




3. CTPYKTYPA U COAEPKAHUE ITPOPECCHUOHAJIBHOI'O MO YJIA
3.1. Temaruvyeckuit miiad [IM.02 3amura nHopManuy B aBTOMATH3MPOBAHHBIX CHCTEMAaX MPOrPAMMHBIMHU U IPOrPaMMHO-
annapaTHbIMM CPeACTBAMM

O0beM BpeMeHH, OTBeIeHHBII HA 0CBOEHHE MEKTUCIMIIJIMHAPHOT 0 Kypca

IIpakTuka
(xypcoB)
O6si3aTesbHAsi ayIUTOPHAs y4eOHasi Harpy3Ka .
o0yuaromerocs = § - =
Koz £5 = g 2
npodeccuoHab HanmeHoBaHUS pa3ieioB Bcero © ° 2 E = E E g“ 5
HBIX H 001N X npodeccHoHaTBLHOro MOIYJIst 4acoB % B Z £ B T.4., E s § 2 § s = = § é @
KOMIICTCHIIHHA Bcero, | Teopernue | F = G ? = g Kypeomad EgF 25 z 3 ZFF 3 &
4acoB cKoe SEs sgg P adora €w g sq > g
23 S 8 (mpoekr), 5 é Z = E
E- g qacCoB g én
1 2 3 4 5 6 7 8 9 10
[K 2.1 - Paznen 1 monyns. IlpnmeHeHre mporpaMMHBIX U IPOTPaMMHO-aIIaPATHRIX
K 2.6 CPEJICTB 3aIUThI HH(OpMAITHH
OK 01-OK 09 | MJIK.02.01. ITporpaMMHBIe 1 240 210 112 6 62 30 28 2 -
IporpaMMHO-aIapaTHbIe CPEICTBA
3aIUTHI HHGOPMAITUH
K 2.4 Paznen 2 moxyast. [IpumeHneHre KpunTorpaduIecKuX CPeJICTB 3alIUTHI HHOOpMATH 72 108
OK 01-OK 09 [ MJIK.02.02. Kpunrorpaduueckie 196 144 88 - | 56 - 52 - o | @uen | @men
CpEJICTBA 3aIMTHI HH(OpPMAIH
YueOHast IpaKkTHKa 72 - - - - - - - -
[Tpon3Bo/ICTBEHHAS TPAKTHKA 108 - - - - - - - -
DK3aMeH (KBaTM()UKAIMOHHBIN ) 18 - - - - - - 18
Bcero: 634 354 200 6 118 30 80 2 18 72 108




3.2. TemaTu4yeckuil IJIAH U coAep:KkaHue 00yueHHs 10 nmpopeccuoHanbHoMy Moay/a0 IIM.02 3ammura undpopmannu B
aBTOMATH3HPOBAHHBIX CHCTEMAX MPOrPaMMHBIMH U NIPOrPaMMHO-ANNAP ATHBIMHU CPEICTBAMH

Koambl
HaumenoBanue pa3aesioB u KOMIIeTeHIIHii,
TeM NPo¢ecCHOHATBHOIO ¢dopmMupoBanu
moyas (TTM) Conep:xkanune y4eOHOro marepuajia O0beM | 10 KoTOpPBIX
9

YacoB | CMOCOOCTBYET

MeSKIHCIHILIMHAPHbIX U GopMBbI OPraHu3auNU AeATeJIbHOCTH 00y4a0 U XCH meMeHTy

kypcoB (M/IK) "
U CIUIIJIMHBI

1

2

3

PA3JEJ 1 MOAYJIA. MIPUMEHEHUE ITPOI'PAMMHBIX U ITPOI'PAMMHO-AIIITAPATHBIX CPEJACTB 3AIUTHI UH®OPMALIUU

MJK.02.01. TIPOI'PAMMHBIE U IPOI'PAMMHO-AIIITAPATHBIE CPEJACTBA 3AIIUTHI UHP®POPMALIMN \ 240

Pa3nen 1. OCHOBHBIC NIPUHIUIIBI IPOrPAMMHOM ¥ NIPOrPAMMHO-ANNAPATHOM 3alIMThI HHGOpPMALUHU

Tema 1.1. Ilpenmer u Copep:kanue yueOHOro Marepuajia

3a/1a4y IPOrpaMMHO- [TpenmeT 1 3a1a4u pOrpaMMHO-aNapaTHON 3a1UThl HH(pOpMaLuu 4

armnapaTHoOW 3aIUThI OcCHOBHBIE MTOHSATHS IPOrPAMMHO-aIapaTHON 3aIIUTHI HH(GOpPMaLUU

MH(pOpMaKH Krnaccudukaiiys METo10B M CPEACTB MPOrpaMMHO-aNapaTHON 3aIIUuThl HHGOOpPMAIUU

Tewma 1.2. Crannaptsl Coaep:xanue yue0HOro Mmarepuaia

6e3onacHoCTH HopMaTuBHBIE TpaBOBBIE aKThl, HOPMAaTUBHBIE METOIUUECKHE TOKYMEHTBI, B COCTaB KOTOPBIX BXOIAT
TpeOOBaHUS U PEKOMEH/IAINH 110 3aIUTe HH(HOPMALUU TPOrPAMMHBIMH U TPOT PAMMHO -alllapaTHEIMU
cpenctBamu. [Ipodum 3amuTel TPOrpaMMHBIX M IPOTPAMMHO-alIapaTHBIX CPECTB (MEKCETEBBIX IKPAHOB, 4 [IK 2.1 -
CpPe/ICTB KOHTPOJISI CheMHBIX MAIIMHHBIX HOCUTENEH nH(pOpMAINH, CPE/ICTB TOBEPEHHOH 3arpy3Ku, CpeACTB I1IK 2.6
AHTUBUPYCHOM 3aIIUTHI) OK 01-OK 09
CranaapTsl 1o 3a1uTe UH(QOPMAIIHH, B COCTaB KOTOPHIX BXOAT TPeOOBaHUS U PEKOMEHAAINH 10 3aIUTe
uH(GOpMAIMHU MPOrPAMMHBIMH U TPOTPAMMHO-aNMapaTHBIMU CPEICTBAMHU.
JlabGopaTopHble 3aHATHS
O030p HOPMAaTUBHBIX IPABOBBIX AKTOB, HOPMATUBHBIX METOANYECKUX JOKYMEHTOB I10 3alUTE HH(OPMALIUH,
B COCTaB KOTOPBIX BXOAAT TpeOOBaHUS M PEKOMEHAAINHU O 3aIUTe UHPOPMAIUU POTPAMMHBIMH U 6
pOrpaMMHO-aNNapaTHbIMU cpecTBaMu. PaboTa ¢ conep)kaHneM HOPMATHBHBIX MPAaBOBBIX aKTOB.
0O630p crangaptoB. PaboTa ¢ conep:kaHueM CTaHAAPTOB

Tema 1.3. 3ammmennas | Coaepxxanue yaeOHOro marepuana

aBTOMAaTU3WPOBAHHAs ABTOMaTu3aims npoiecca 00padoTku nHopmauu [IK 2.1 -

cucrema IToHsiTHE ABTOMAaTU3UPOBAHHON CUCTEMBL. 6 I[IK 2.6
Oco0eHHOCTH aBTOMATH3WPOBAHHBIX CHCTEM B 3aIIUIIICHHOM HCIIOJHEHHUH. OK 01-OK 09

OcHoBHbIe BUILI AC B 3aIHIIIEHHOM UCIIOJIHEHUH.




MeToapl co3manus 0€30IIaCHBIX CHCTEM

MetonoJi0rus NPpOEKTUPOBAHHUSI TapaHTUPOBAHHO 3amuuieHHbIXx KC

JIMCKpenmoHHbIe MOACIN

MangaTHbie MOIEIN

JlabopaTtopHble 3aHATHS

VYuer, 00paboTka, XpaHeHue u nepeaayda nHbopmarmu B AC

OI‘paHI/ILICHI/Ie J0CTyIIa Ha BXO4 B CUCTEMY.

Wnentudukanus v ayTeHTH GUKaLKs MOJIb30BaTeNnen

Pasrpannyenue nocryna.

Perucrpanus coObIThii (ayauT).

KOHTpOHB OCJIOCTHOCTHU JaHHBIX

YHUUTOXKEHUE OCTaTOYHON MH(opMaLuu.

Yupasnenne noautrkoi 6ezonacHoctu. [1ladions 6e30nacHOCTH

Kpunrorpaduueckas 3ammra. O630p nmporpamm mmdpoBaHus JAHHBIX

Ynpasnenne noautukoi 6ezonacHoctu. [1ladions 6e30macHOCTH
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Tewma 1.4.
HecTabunmusupytoiee
BO3JCHCTBHE HA 00BHEKTHI
3aIUTEI

Coaep:xxanne y4e0HOro Mmarepuasia

M cTOYHMKY 1eCTaOUIM3UPYIOIIEr0 BO3ICHCTBHS HA 00BEKTHI 3aLUThI

Crioco0bI BO3/1eHiCTBHSI HA WH(OPMAITHIO

[TpuuuHBI U yCcI0BHS 1eCTAOUIM3UPYIOLIEr0 BO3ACHCTBHSI HA HH(POPMAIUIO

JlabopaTopHble 3aHATHS

Pacnpez[eHeHI/Ie KaHaJIOB B COOTBCTCTBUH C HCTOYHHMKaAMH BOSHeﬁCTBHH Ha I/IH(i)OpMaHI/IIO

K 2.1 -
IIK 2.6
OK 01-OK 09

Tewma 1.5. [IpuHumns!
IIPOrpaMMHO-aIMapaTH O’
3alIUThl THPOPMALIUH OT
HECaHKLIMOHUPOBAHHOI' O
J0CTyIIa

Copep:kanue yueOHOr0o MaTepuajia

[ToHATHE HECAHKIIMOHUPOBAHHOI'O IOCTyNA K MH(pOpMauu

OcHoBHBI€ MOAX0/bI K 3amuTe nHGopmarmu ot HCJI

Opranuzanus qoctyna K (aitsiaM, KOHTpOJb AOCTYyNA U pa3rpaHUYEHUE 10CTyNa, HEPAPXUUECKUI TOCTYH K
daiinam. Gukcanus goctyna K Qaitiaam

JlocTym K JAaHHBIM CO CTOPOHBI ITpoIlecca

OCc0o0EHHOCTH 3aIUTHI TaHHBIX OT u3MeHeHus. [ludpoanue.

JlaGopaTopHble 3aHATHS

Opranuzanus gocryna K daiaam

O3HaKOMIIEHHE C COBPEMEHHBIMU IPOI'PAMMHBIMH U MTPOTrPaMMHO-AINAPATHBIMU CPEICTBAMHU 3aLIUTHI OT

HCA

K 2.1 -
IIK 2.6
OK 01-OK 09

Pa3znen 2. 3amnTa ABTOHOMHBIX ABTOMATH3UPOBAHHBLIX CHCTEM

Tema 2.1. OcHOBBI

\ Conep:kanue yueOHOTro Marepuajia




3aLIUThl aBTOHOMHBIX Pa6ota aBToHOMHOI AC B 3alMIIEHHOM peXHME K 2.1 -
ABTOMATU3UPOBAHHBIX Auroputm 3arpy3ku OC. IlltaTHbIe CpeCTBA 3AMBIKAHUS CPEbI [IK 2.6
CHCTEM Pacumpenue BIOS kak cpeicTBo 3aMbIKaHMsI IIPOIrPAMMHOM CpPEJIbI OK 01-OK 09
CucreMbl THIIA DIEKTPOHHBIN 3aMOK. D3 C IPOBEPKOM LIEIIOCTHOCTH NporpaMMHou cpensl. [Tonstue AMJI(3
(moBepeHHas 3arpy3Ka)
[TpumMeHeHue 3aKJIaI0K, HAaIPaBJIEHHBIX Ha CHUKEHHE 3P (HEKTUBHOCTH CPEJICTB, 3aMBIKAIOLIINX CPEy.
Tema 2.2 .3ammuTa Coaepxanne y4eOHOro Mmarepuajia
nporpamm ot usydenus | M3yuenue u odbpatHoe npoexktuposanue [10
Crnioco6s! m3ydenus [10: cTaTuyeckoe U JMHAMHYECKOE H3yUCHHE K 2.1 -
3a1a4y 32K Thl OT M3YYEHHUSI K CIOCOOBI UX PEIICHUS IIK 2.6
3ammra OT OTJIagKH. OK 01-OK 09
3ammuTa OT AU3acceMOJIMPOBAHUS
3ammra OT TPACCUPOBKHU 110 MPEPhIBAHUSM.
Tema 2.3. Bpenonocnoe | CoaepaaHue yueOHOro Marepuajia
MpOrpaMMHOE BpenonocHoe mporpaMmHoe obecreueHre Kak 0coObIil BUJT pa3pyIIAIONIMX BO3ACH CTBUMA
obecreuenue Knaccudukanus BpeJoHOCHOr0 TporpaMMHOro ooecrnedenusi. Cxema 3apaxenus. CpeacTa HeHTpaau3aluuu
BpenonocHoro [10. [Tpodunakruka 3apaxeHus
[Touck crnemoB aktuBHOCTH BpegonocHoro [10. Peectp Windows. OcHOBHBIE BETKH, COICPIKAIIIIEC
uHpopmaruio o BpenonocaoM [10. [Ipyrue o0beKTHI, conepkaniue nHGpopMmaiuio o BpegonocHom 110, K21 -
daitner prefetch. K 2 6
bor-netsl. [Tpunnun pyaximonnpoanus. MeToipl 0OHapyKeHUs OK 01- O'K 09
Knaccudukanus aHTUBUPYCHBIX cpenicTB. CUTHATYPHBIN M 3BpUCTHYECKUM aHATN3
3ammra OT BUPYCOB B "pydyHOM pexume"
OCHOBHbIE KOHLIETILIUY IOCTPOEHUS] CUCTEM AHTUBUPYCHOW 3allUThl HA IPEAIPUATUI
JlabopaTopHble 3aHATHS
[Tpumenenus cpencts uccienoBanus peectpa Windows st HaXOXKICHUS CI€I0B AKTUBHOCTH
BpenoHocHoro [10
Tema 2.4. 3amura Copep:kanue yueOHOro Marepuajia
IporpaMM M JIaHHBIX OT | HecaHKmoHMpoBaHHOE KonupoBaHue nporpamm Kak tun HC/J
HECAaHKIIMOHUPOBAHHOIO | FOpuaudeckue acreKkThl HECAaHKIIMOHMPOBAHHOTO KOMUPOBaHUs nporpamMm. OO01iee NOHATHE 3alIUTHI OT K 2.1 -
KOIIMPOBaHUS KOITUPOBAHUSI. IIK 2.6
[Tpusszka [10 k annmapaTHOMY OKPYKE€HHUIO U HOCUTEISIM. OK 01-OK 09

3amuTHBIC MEXaHU3MbBI B COBPEMEHHOM IIpOorpaMMHOM obecrieueHnn Ha mpumepe MS Office

JlabopaTtopHble 3aHATHS




3ammrta nHQOpMAIUK OT HECAHKIIMOHUPOBAHHOT'O KOMTMPOBAHMS C UCIIOIH30BAHUEM CICIMATIN3HUPOBAHHBIX
[IPOrpaMMHBIX CPEACTB

3anmTHBIC MEXaHU3MbI B priokeHusx (Ha mpumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3ammura
uHpopmaru Ha
MAaIIMHHBIX HOCUTEISIX

Copep:kanue yueOHOro Marepuajia

[TpoGaema 3amuThl OTIYKAaeMBbIX KOMITOHEHTOB [I9BM.

MeTopl 3a1UTHl HHPOPMAIIMU Ha OTUYKIaeMbIX HocuTensx. [ludpoanue.

CpencTtBa BOCCTaHOBJIEHHs 0cTaTOuHOM MHPopMmanuu. Coznanue noceKTopHbix oopaso HOKM/I.

[IpumeHeHue cpescTB BOCCTAHOBJICHUS OCTATOUHON MH(OPMALIUHU B CY1€OHBIX KPHMHUHAIIN CTHY €CKUX

SKCIEPTU3aX U MPH paccieloBaHUN HHITMACHTOB. HopMaTBHas 6a3a, JOKYMEHTHPOBAHUE PE3YIbTATOB H&iﬁ; 6_
be3Bo3BpatHoe ynaneHue JaHHbIX. [[pUHIIMIBI U aJITOPUTMBIL. .
OK 01-OK 09
JlabopaTopHble 3aHATHS
[IpumeneHue cpesicTBa BOCCTAHOBJICHHUsI OCTATOUHOM HHGOpMaIMu Ha mpuMepe Foremost uinm anasora
[TpumMeHeHue crenruaan3uPOBAHHOTO MPOTPAMMHO CPECTBA /Il BOCCTAHOBJICHUS yIaJIeHHBIX (paiiyioB
[TpumeHeHue mporpamm Jijsi 0€3B03BPATHOrO yaJeHHsI TaHHBIX
[TpumeHeHue mporpamMm Jijisi K (POBaHUS JAaHHBIX Ha ChEMHBIX HOCHTEINAX
Tema 2.6. AnnapaTHbie Conep:kanue yueOHOro Marepuajia K 2.1 —
cpenctBa uneHTU pukanuu | TpeOOBaHUS K anmapaTHBIM CPEACTBAM HACHTH(GHUKANN ¥ ayTEHTH(DUKAIIMK TI0Ib30BaTENICH, TPHUMEHAEMBIM K 2 6
U ayTEeHTU (PUKAI[UH B O3 u AIIMI3 :
. " OK 01-OK 09
TOJIb30BaTeNeH Ycerpoiictea Touch Memory
Tema 2.7. Cucremsl Copep:kanue yueOHOro Marepuajia
00OHapyKEeHHUS aTaK COB u COA, orimmuus B pyHkiusx. OcHoBHbie apxuTekTypsl COB
BTOPXKEHUM Hcnonb3oBanue cereBbix cHU(pdepos B kauectse COB
Amnmnapatubiii komnonent COB K 2.1 -
[Iporpammusiii komnoneHT COB [IK 2.6
Mozenu cuctembl OOHapyKeHus BTopkenuit, Kiaccudukamust cucteM 00HAPYKEHHST BTOPIKCHHUI. OK 01-OK 09
O6napyxenue curaatyp. OOHapyxeHre anoManuil. Jlpyrue MeTo il 0OHApYKEHHUSI BTOP>KEHUM.
JlabopaTopHble 3aHATHS
MogenupoBaHue NpoBeeHus aTaku. V3ydeHne HHCTPYMEHTAIBHBIX CPEACTB OOHAPYKEHHS BTOP)KEHUN
Pa3znea 3. 3ammTa nHpopmManmu B JTOKAJIbHBIX CETIAX
Tewma 3.1. OcHOBBI Coaep:xanue y1e0HOro Mmarepuaia
OCTPOEHU 3alueHHbIX | CeTtn, paboTaromue Mo TEXHOJIOTUH KOMMYTAIluH TTAaKETOB [IK 2.1 -
ceren Crek ipotokosioB TCP/IP. OcoO0eHHOCTH MapIpyTH3AIHH. I1IK 2.6
[IITaTHBIEC CpEACTBA 3aIMUTHI HHPOpMaIHU cTeka mpotokosio TCP/IP. OK 01-OK 09

CpenctBa uaeHTHOUKAIIMY U ayTeHTH(UKAIMU Ha pa3HbIX ypoBHsX npoTokona TCP/IP, nocrouncTa,




HCOOCTATKH, OrpaHUYCHUA.

IIpakTHYecKue 3aHATHS

AytenTtudukaius, ocHoBanHas Ha |P-anpece. Hetexauueckue Mepsl 3aMThl OT BHYTPEHHUX YIPO3 4

Tema 3.2. Cpenctsa Copep:kanue yueOHOro Marepuajia

opranuzanuu VPN BupryanbHas yactHas cetb. @yHKIMH, HA3HAUYCHUE, TPUHIUIT IIOCTPOCHUS
Kpunrorpaduueckue v Hekpunrorpadguueckue cpenctsa opranuzanuin VPN 6 0K 2.1 —
YcrpoiictBa, obpazyronme VPN. KpuntoMapmpyTtuzatop U KpUITOQUIBTP. K 2 6
Kpunropoyrep. [IpuHITUTIBL, apXUTEKTypa, MOJIEIb HAPYIIUTENS, TOCTOMHCTBA U HEAOCTATKH OK 01- O'K 09
Kpunrobunstp. [IpuHIMNIBL, apXUTEKTYpa, MOJIETh HAPYIIUTEINS, TOCTOMHCTBA M HEJTOCTATKU
JlabopaTopHble 3aHATHS

2

PasseprriBanune VPN

Pa3nen 4. 3amura uHopmMannu B ceTsixX 0011ero 10CTyna

Tewma 4.1.06ecnieuenue Copep:kanue y4eOHOIr0 MaTepuajia

6e3omacHocTU MeTo1b1 321U THl HHPOpMaLIUK NPU PabOTE B CETSIX OOIIETO T0CTYyIA.

MEXKCETEBOT 0 Mexcetebie skpanbl Tuna firewall. JloctonHcTBa, HEAOCTATKH, PeaTM3yeMbIe MOJIUTUKH 0€30MaCHOCTH

B3aMMO/ICH CTBHSI Ocuosnbie Tutbl firewall. Cummerpuunsie u HecummMerpuusbie firewall.
Yposenb 1. [TakeTHbIC PHIBTPBI
YpoBeHsb 2. OuibTpanusi ciyK0, MOMCK KIFOYEBBIX CIIOB B TEJE MAKETOB HA CETEBOM YPOBHE. 10 K21 -
YpoBeHb 3. Proxy-cepsepa npuKJIaIHOTO YPOBHS K 2 6
OnnoxocroBbie U MyabTHX0CTOBBIE firewall. OK Ol-Ok 09
OCHOBHBIE THITBI aPXUTEKTYP MyIbTUX0CTOBBIX firewall. TpeboBanus K KaxkJI0My XOCTY HCXO/Is U3
APXUTEKTYPHI U BBITOJIHIEMBIX (DYHKIIHHA
TpebGoBaHuUs 1O cCePTUPHUKAUHA MEKCETEBBIX YKPAHOB
JlabGopaTopHble 3aHATHS
W3yuenne u cpaBHenue apxurektyp Dual Homed Host, Bastion Host, Perimetr. 4
W3ydenne pa3anuHbIX crioco00B 3aKphITH "omacHbIX" MOPTOB

Pasznea S. 3ammra nundpopmanuu B 6a3ax JTaHHbIX

Tema 5.1. 3amura Conep:kanue y4eOHOT0 MaTepuajia

uHpopmaruu B 6azax OcHoOBHBIE TUIIBI YTP03. MoJesib Hapy U TENs

JaHHBIX CpenctBa naeHTU(UKALMY U ayTeHTHGUKAIMU. YTIpaBiIeHHUE JOCTYIIOM 6 [IK 2.1 -
CpencTBa KOHTPOJIS IIEIOCTHOCTH MH(pOpMAIUuU B 0a3ax TaHHBIX [IK 2.6
CpencTBa ayauTa U KOHTpOJs 6e3onacHOCTH. Kputepun 3ammieHHoCTH 06a3 TaHHBIX OK 01-OK 09
[TpumeHeHue KpunTorpadguuecKux CpeIcTB 3alUThl HHPOpMaIuu B 0a3ax JaHHbBIX
JlabopaTtopHble 3aHATHS 4




N3yuenue mexanus3moB 3amuTtel CYBJ] MS Access

W3yuenne mratHbix cpeacts 3amuthl CYBJ MSSQL Server

Pa3znes 6. MOHMTOPHHT cH

CTEM 3aIIUThI

Tema 6.1. MoHuTOpHHT

Copep:kanue yueOHOro Marepuajia

CUCTEM 3alIUThI

[TousiTe 1 060CHOBaHME HEOOXOAUMOCTH M CIIOJIb30BAaHMSI MOHUTOPHHTA KaK HEOOXOJUMON KOMITOHEHTHI
CHCTEMbI 3aIIMThl HHPOPMALIUH

OcobenHocTH (PUKCAUU COOBITUH, ITOCTPOSCHHBIX HA Pa3HBIX MPUHITUIAX: CETH C KOMMYTaIlnuen
COeIMHEHHH, ceTh ¢ KoMMyTaluei maketos, TCP/IP, X.25

Krnaccugukamms oTciaexxuBaeMbIx coObITHIH. OCOOCHHOCTH IOCTPOCHUSI CHCTEM MOHUTOPUHTA

HcTtounnky MHGpOpMaIUH 115l MOHUTOPUHTIA: CETEBbIE MOHUTOPbI, CTATUCTUYECKHE XapaKTEPUCTHKU
Tpaduka yepes MO, npoBepka pecypcoB 00ILEro M0JIb30BaHUs.

Knaccugukanus ceTeBbIX MOHUTOPOB

Cucremsl ynpaBieHUs COOBITUSAMH UHpopMaliioHHON 6e3omacHocTu (SIEM).
0630p SIEM-cucteM Ha MUPOBOM M POCCUHCKOM PBIHKE.

JlabopaTopHble 3aHATHS

W3yueHne 1 CpaBHUTEIBHBIN aHAIN3 PaCIPOCTPAHCHHBIX CETEBBIX MOHMTOPOB Ha mpuMmepe RealSecure,
SNORT, NFR umu apyrux aHajioros

IIposenenne ayauta JIBC ceTeBbIM CKaHEpPOM

IIpakTHuyeckune 3aHATUSA

Knaccudukaius ”HCTpyMEHTAJIbHBIX CPEICTB aHAJH3a YI3BUMOCTEN

K 2.1 -
IIK 2.6
OK 01-OK 09

Tewma 6.2. U3yuenue mep

Coaep:kanue yueOHOro MaTepuajia

3aIUTHl HPOPMAIIUH B
UH(POPMAITMOHHBIX

N3yuenne tpeboBanuii 0 3aumTe UH(GOPMALIMK, HE COCTABJISAIONIEH TOCYAapCTBEHHYIO TaiiHy. M3yuenue
MeTonuueckux JokymeHToB @CTIOK no npuMeHeHHIo Mep 3alMThL.

CHUCTEMAX

JlabopaTopHble 3aHATHS

Bri6op mep 3amuThl nHGOpMaLMK Ui UX pealn3alnuy B HGOpMalnoHHON cucteMe. Beibop
COOTBETCTBYIOIIMX MPOrPAMMHBIX U IPOrPAMMHO-aIINIAPATHBIX CPEJICTB U PEKOMEHIALIUN 110 UX HACTPOUKE.

[IK 2.1 -
I1IK 2.6
OK 01-OK 09

Tema 6.3. U3yueHue

Conep:kanue y4eO0HOTro MaTepuajia

COBPEMEHHBIX

W3ydenune TMnoBbIX pemieHuit st moctpoeHus VPN Ha npumepe VipNet wiu apyrux aHaaoros

MIPOrpaMMHO-annapaTHbIX
KOMILJIEKCOB.

N3ydeHre COBPEMEHHbBIX CHCTEM aHTHBUPYCHOM 3allIUThl HA PHMEPE KOPITOPATHBHBIX PEIICHU
KasperskylLab man npyrux anaioros

Wzyuenue ¢pyHkimonana u odnacteit npumenenus DLP cucrem na mpumepe InfoWatchTrafficMonitor niu
JPYTHX aHAJIOTOB

JlabopaTtopHble 3aHATHS

YcTaHOBKA M HACTPOHKa KOMIIJIGKCHOTO cpencTBa Ha mpumepe SecretNetStudio (yueOHas JUIieH3Hs ) W
JIPYTHX aHAJIOTOB

K 2.1 -
IIK 2.6
OK 01-OK 09



https://www.infowatch.ru/products/traffic_monitor_enterprise

YCcTaHOBKA U HACTPOMKA MPOTPAMMHBIX CPE/ICTB OIICHKH 3AIIUIIEHHOCTH U ayJuTa WH()OPMAIIMOHHON
0e30MmacHOCTH, N3yueHue QYHKIHNA U HACTPOKa PSKUMOB pa0doThl Ha mpuMepe MaxPatrol 8 nau npyrux
aHaJIOTOB

KoncyabTanuu

Kypcosasi padora

IIpuMepHasi TeMAaTHKA KypPCOBBIX padoT

1. Onenka »(PeKTUBHOCTH CYIIECTBYIOIMIMX MTPOrPAMMHBIX M TPOrPaMMHO-allIapaTHBIX CPEICTB 3alMTHl HH(POPMALIUHU C TPUMEHEHHEM
CIELHMAIN3UPOBAHHBIX HHCTPYMEHTOB U METOA0B (MHAUBUAYAIBHOE 3a/1aHUE)

2. 0030p 1 aHaM3 COBPEMEHHBIX MTPOTPAMMHO-aIMapaTHEIX CPEICTB 3aIIUTHI HHPOPMAUH (MHANBUIYAIbHOE 33/1aHUE)

3. Bb16op onTUMasibHOrO CpeACTBa 3alUThl HHPOPMALIUU UCXO0As U3 MeToauueckux pekomenaanuit @CTOK u nmeromuxcs HCX0oaHbIX
JAHHBIX (MHAWBUIYaIbHOE 3aJJaHHE)

4. IIpuMeHeHHe IporpaMMHO-alIapaTHbIX CPEACTB 3alUThl HHGOPMALMK OT PA3JIMYHbIX THIIOB YIPO3 Ha NMPEANpUITUI
(MHIUBUyalIbHOE 3aJaHHE)

5. IIpobiema 3ammTe! nHGOpPMAIK B 00JIaYHBIX XpaHuIuIax qanubeix u [{O/]ax

6. 3amuTa cpex BUpTyan3aiu

30

IIpumepHasi TeMaTHKA CaMOCTOATEIbHOM padoTsl npu usydyennu MJ/K.02.01

1. 3yueHune HOBBIX TEXHOJOTUN XpaHEHHs NH(POPMAaLU

2. CTaTucTHKa ¥ aHAJIU3 KPYIHBIX yTeueK HH(OpMAIIUH 32 TOJ

3. Ilouck nHpoOpManuy 0 HOBBIX BHIAX aTak Ha HH(OPMAIIMOHHYIO CHCTEMY

4. O630p COBpEMEHHBIX TPOrPAMMHBIX M TPOT PaAMMHO-aMIapaTHBIX CPEICTB 3aLIUTHI

5. CpaBHHTENBHBIA aHAJIN3 COBPEMEHHBIX MMPOTPAaMMHBIX M TPOTPAMMHO-ANIIaPATHBIX CPEICTB 3alUTHI

28

I[IpuMepHbIe BUABLI CAMOCTOSITEJBHBIX PA00OT NPHU U3y4YeHUN pasaesa 1 Moay.s

CucremaTtnueckas mpopaboTKa KOHCIIEKTOB 3aHITHH, Y4eOHON M CHICIMAIbHON TEXHHYECKON JINTEpaTyphl (10 BOIIpocaM K maparpadam,
rJ1aBaM y4yeOHBIX TTOCOOUH, COCTaBICHHBIM MPEMOIABATEIIEM )

[ToaroroBka K MpakTHYECKUM pabOTaM € UCIOIb30BAaHUEM METOAMYECKUX PEKOMEHJAIUi mpernoaaBatess, opopmMiIeHH e MTPAKTUYECKUX
paboT, OTUETOB K UX 3aLIUTE.

PaGoTa Hay KypcOBBIM MPOEKTOM (pabOTOH): TIIAHMPOBAHKE BBHIMOIHEHHS KYPCOBOT'O MPOEKTa (paboThl), onpeneiaeHne 3aaad paboThl,
U3yUYCHHE JIUTEPATYPHBIX HCTOYHUKOB, TPOBEACHUE MPEIITPOSKTHOT'O HCCIIETOBAHMSL.

K 2.1 -
IIK 2.6
OK 01-OK 09




PA3ZJAEJ 2 MOAYJIA. IPUMEHEHUE KPUIITOT'PA®UYECKUX CPEJACTB 3AIIIUTHI UTHOPOPMAILIUUN

MIK.02.02. KPUIITOI'PA®HUYECKHUE CPEACTBA 3AIIIMTHI HTHPOPMALIMHU

196

Bsenenue

Coaepxanue yueOHOro MaTepuaja

[Tpenmer u 3anaun kpunrorpaduu. Mcropus kpunrorpaduu. OCHOBHbIE TEPMUHBI

Pa3znen 1. MaTeMaTH4ecKHe

OCHOBBI 3aIIIUTHI HH(pOpMAILUH

Tema 1.1. MatemaTnueckue
OCHOBBI KpUIITOrpaguu

Coaep:xkanue y4eOHOTr0 MaTepuasia

DneMeHThl TEOPUH MHOKECTB. ['pymIibl, KOJIbLIA, MOJISL.

Jlemumocts uncen. [lpusnaku gemumoctu. [IpocTeie n cocTaBHBIC YUCIA.

OcHoBHas TeopeMa apudmeruku. Hanbonb it o6nmii nenmurens. Bzaumuo
npocThie uncna. Anroput™ EBkiamaa mst Haxoxaenuss HOJI.

OTtHoutenus cpaBHUMOcTH. CBoicTBa cpaBHeHMH. MonynspHas apudMeTuka.

Kunaccel. [Tonnast u nmpuBenenHnas cucrema BeiueToB. Oynkuus Ditnepa. Teopema depma-Oitnepa.
AJropuTM OBICTPOro BO3BEICHUS B CTENEHD 110 MOJYJIIO.

CpaBHeHus nepBoi creneHu. JInHelHple quoGaHTOBbI ypaBHEeHUs. Pactmpennbiii anroput™ EBkima.

Kuraiickas Teopema 00 ocTaTKax.

[TpoBepka uncen Ha TPOCTOTY. AITOPUTMBI F'€HEPALMU TPOCTHIX yucesl. MeToa npoOHbIX AeneHuil.
Pemero Dparocdena.

Paznoxxenue yncina Ha MHOKUATENU. AnropuTMsl paktopusaruu. @aktopusanus Oepma. Meron
[Tonnapna.

AnroputMbl qUCKpeTHOT 0 Jorapudmuposanus. Merop [Tomnapaa. Metog Iloppa.

Apudmetnueckue onepanuu HaJ O0JbIIMMH YUCITAMHU.

OIIUNTHYECKUE KPUBLIC U UX IIPUIIOKCHUS B KpI/IHTOFpa(i)I/II/I.

26

JlabGopaTopHble 3aHATHS

[Tpumenenue anroputma EBkimaa nis Haxoxaenuss HO/Jl. Pemenue auHenHbIX 1M0(aHTOBBIX YpaBHEHUM

[IpoBepka uncen Ha MPOCTOTY

Pemenne 3aga4 C 3JICMCHTaAMHU TCOPHUH UM CCII.

K 2.4
OK 01-OK 09

Pasznea 2. Knnaccuueckasi kpunrorpadusi

Tema 2.1. Metonsl
KpUIOTOrpahuuecKoro
3aIUTHl HTHPOpMAIUH

Copep:kanue y4eOHOT0o MaTepuasia

Krnaccuukaius OCHOBHBIX METOJIOB KPUIITOrpapuueCKor 3alUThl. MeTOIbl CHMMETPHYHOT'O
G POBAHKS

[Tudpe! 3amensl. [Ipoctas 3ameHa, MHOroan(aBuTHas MOJACTAHOBKA, IPOIOPIIMOHAIBHBINA MIUGP

MeTozpl nepectaHoBKU. TabnuuHas nepecTaHOBKa, MApIIPYTHAs IEPECTAHOBKA

I"amMupoBanue. laMMupoBaHue ¢ KOHEYHOW U OECKOHEYHON raMMaMu

JlabopaTopHble 3aHATHS

I1IK 2.4
OK 01-OK 09




[TpumMeHeHue KJIacCuyecKuX MuppoB 3aMeHbI

[TpumeHeHne KJIacCHYeCKUX MHU(POB MepecTaH OBKU

HpI/IMeHeHI/IC METOJa raMMHPOBAHM

Tewma 2.2. Kpunroanaims

Copep:xkanue yueOHOro Marepuajia

OcHOBHBIE METO/IBI KpunToananusa. Kpunrorpaduyeckue aTaxu.

Kpunroradguueckas CTOHKOCTb. AOCOJIOTHO CTOWKHE KpunTocucTeMbl. [Ipuaiunel Kupkxoddcea 8
[IepcrieKTUBHBIE HAITPABJICHHS] KPUIITOAHAIN3A, KBAHTOBBIM KPUITOAHAJIM3. K 2.4
JlabopaTopHble 3aHATHS OK 01-OK 09
Kpunroananus mmdpa npocToi 3aMeHbI METOJIOM aHAJIM3a YaCTOTHOCTH CUMBOJIOB 10
Kpunroananus kiaccuyeckux mudpoB MEeTOIOM MOJHOT0 nepedopa Kirouen
Kpunroananmus mudpa Buxkunepa

Tema 2.3. Ilorounsie mm¢psl | Cogepaxanne y4eOHOI0 MaTepuaia

U I'€HEPATOPEI OcHoBHbI€ NTpUHIIKIBI TOTOYHOTO mu(poBanus. [Ipumenenue reneparopos [ICY B kpuntorpaduu 4 K 2.4

IICEBOCIIY4aHBIX YK CEIl MeTo/1bl MOJYyUCHHMS IICeBAOCTYyUaHbIX nocaenoBaTenbHocTei. JIKI, meton ®ubdonayun, meron BBS. OK 01- O'K 09
JlabopaTropHble 3aHATHS 5
IIpumenenue meronoB renepanun [1CY

Pa3nen 3. CoBpemenHass kpunrorpadust

Tewma 3.1. KogupoBanue Coaep:xanue yue0HOro MaTepuaia

nHpopmauu. Koauposanue nanpopmannn. CumBoiIbHOE KomupoBanue. CMBICIOBOE KoaupoBaHue. MexaHu3aius

KomnwroTepuzamus mdpoBanus. [Ipencrasienue nndopmaiiuu B 1sonaHoM koje. Tadmmma ASCII 6

¢ pOBaHHUS. KomneroTepusanus mmdpoBaHus. AnmnapaTHoe U mporpamMmmuoe mmdposanne CTaHgapTU3aAms
MIPOTPaAaMMHO-AMMAPATHBIX KPUITOr paQUUECKUX CUCTEM B CPEACTB. V3ydeHne COBpEMEHHBIX K 2.4
MIPOTPAMMHBIX H AIMAPATHBIX KPUOTOrpaQUIECKUX CPEICTB .
JlabopaTtopHble 3aHATHS OK 01-OK 09
Koaunpoanne nndopmanuu
[TporpamMmHas peanu3aius KJacCu4ecKux mudpos 6
W3yueHne peaansannu KjIacCHUeCKUX MH(poB 3aMeHbI U epecTaHOBKH B riporpamme CrypTool wimu
aHaJjore.

Tema 3.2. Cummerpuunbie | Coaep:kaHue y4eOHOI0 MaTepHaJia

cucTeMbl LU (poBaHKs O6umme cBenenusi. CTpyKTypHas cXeMa CHMM ETPUYHBIX KPHITOrpadhUUIeCKUX CUCTEM 4
OteuectBennsle anroputMbel Marma u Ky3ueunk u ctanaaptel ['OCT P 34.12-2015 u I'OCT P 34.13- I[IK 2.4
2015. Cummerpuunble anroputMmbl DES, AES, T'OCT 28147-89, RC4 OK 01-OK 09
JlabopaTtopHble 3aHATHS 4

W3ydenue nmporpaMMHON peasn3alii COBPEMEHHBIX CHMMETPHUYHBIX HIM(PPOB




Tewma 3.3. AcummeTpu4HbIE
CHUCTEMBI U (PpoBaHUS

Conep:xxanue yueOHOTo MaTepuaaa

Kpunrocucremsr ¢ oTkpeIThIM KitouoM. HeoOpaTtumocTs cuctem. CTpyKTypHas cxema muppoBaHus C
OTKPBITBIM KITFOUOM.

DJEeMEHTbl TEOPUHU YU CEIl B KPUNITOTpauu C OTKPBITHIM KIIFOUOM. TK 2.4
OK 01-OK 09
JlabopaTopHble 3aHATHS
[TpumeHeHue pa3InYHbIX AaCHMMETPUYHBIX aJITOPUTMOB.
W3ydenue mporpaMMHON pearn3alii aCHMMETPUIHOTo anroputMa RSA
Tema 3.4. Ayrentudukanus |Coaep:kaHnue y4eGHOro MaTepuajia
JAHHBIX. DJIEKTPOHHAs Ayrentudukanus nanasix. Oomme nonarus. Ol MAC.
MOAMNHUCH OpnoHanpaBiieHHbIe Xeu-(QyHKIUHA. AJITOPUTMBI I (POBON MOAHUCH K 2.4
JlabopaTtopHble 3aHATHS OK 01- O'K 09
[TpumeneHue pa3auuHbX GYHKIIMN XEIMPOBaHUs, aHAJIN3 0COOEHHOCTEH Xemei
[Tpumenenue kpuntorpadhu4IecKiuxX aTak Ha XenI-(QyHKIIHH.
M3ydenue mporpaMMHO-aNNapaTHBIX CPEJCTB, peaan3ylouX ocHOBHbIE GyHKIMU DI
Tema 3.5. AnropuT™bl Coaep:kanue y4eOHOT0o MaTepuajia
oOMeHa Kirouel u ANropUTMBI pacrpeaeseHus KIoYel ¢ IPUMEHEHUEM CUMMETPUYHBIX U aCHMMETPUYHBIX CXEM
MPOTOKOJIbI [TpoTokonsl ayTeHTUUKau. B3anmuast ayTenTu pukarysi. OqHOCTOPOHHSIS Ay TCHTHPHUKAIHIS K 2.4
ayTeHTH (pUKaluu JlaGopaTopHbIe 3aHATHS OK Ol-Ok 09
[Tpumenenue npotokoiua Aud du-Xennmana aas oOMeHa KIr04aMy MIAGPOBaHHUS.
W3ydenue NpUHLIKIIOB pabOThI MPOTOKOJIOB ayTEHTU(HUKAIIUHU C HCIIOIb30BAHUEM JOBEPEHHON CTOPOHBI
Ha mpuMepe npotokosa Kerberos.
Tema 3.6. Kpunro3ammra Copep:kanue yueOHOr0o MaTrepuajia
MH(OPMAIINU B CETAX Abonentckoe muppoBanue. [lakeTHoe mudpoBanue. 3amunTa EeHTpa reHepaly KIroyei. K 2.4
repenadyn JaHHBIX Kpunromapmpytuzatop. [lakeTasiii puibTp OK OI-OR 09
Kpunrorpaduueckas 3amnmra 0ecripoBOAHBIX cOeqUHEHUH B ceTax ctanaapta 802.11 ¢ ucnosp3oBaHuEM
npotokosoB WPA, WEP.
Tema 3.7. 3auura Coaep:kanue y4eOHOTr0o MaTepuajia
uH(bopMaIuu B [TpuHuUIBI QYHKIMOHUPOBAHUS SJIEKTPOHHBIX TIATEKHBIX CUCTEM. DJIEKTPOHHBIE IJIACTUKOBBIEC KapTHI.
3JEKTPOHHBIX IJIATEAKHBIX [TepcoHasibHbII HIeHTU(HUKAIIMOHHBII HOMEP
cUCTeMax [Tpumenenue kpunrorpaduyeckux MPOTOKOJIOB JIJIs1 00ecredeHns 0€30IMacHOCTH AJICKTPOHHOM K 2.4
KOMM EPIIUH. OK 01-OK 09
JlaGopaTopHble 3aHATHS
[TpumeHenue ayTeHTH UKALMU IO OJTHOPA30BBIM MMapoJisiM. Peanuzaiys anropuTMoB CO3/1aHuUs
OJIHOPA30BbIX HapOJIeH
Tema 3.8. KomnbroTepHas Coaepxanne y4eOHOIro MaTepuajia 11K 2.4




creranorpadus CkpeiTas nepenada nHGOpMaIuu B KOMIIBIOTEPHBIX CHCTEMaX.
[Tpobsiema ayTeHTH(UKALUK MYJIbTUMEIUHHON HHpopManuy. 3anmTa aBTOPCKUX IPAB.

MeTozsl KomnbloTepHOM cTeraHorpaduu. Lludpossie BonsHbie 3Haku. AnropuT™bl BeTpauBanus [I1B3

JlabopaTopHble 3aHATHS

O0630p ¥ cpaBHUTENBHBIN aHanu3 cymectByromero 10 mis BcrpanBanums [[B3

Peanuzanus npocrel X cTeraHorpaguyeckux aropuTMoB

OK 01-OK 09

IIpnMepHas TeMaTHKA caMOCTOSATe1bHON padoThl npu u3ydennn M/IK.02.02
Hctopus pa3BuTHs Kpuntorpapuu

[TporpammHas peanu3amus KJIaccu4ecKux mudpos

OnTruMu3anys METOJJ0B YaCTOTHOI'O aHAJIN3a MOHOAI(ABUTHBIX IH(POB.
[TporpammHas peanu3anus KjIaccu4ecKux mudpos

MeTozasl MexaHu3auuy MHUPpPOBaHUS

[MudpoBoe npeacraBieHne pa3auuHbX GopM HH(POpPMaLIUU

AHanm3 COBPEMEHHBIX CHMMETPUUYHBIX KPUIITOAITOPUTMOB

AHanu3 COBPEMEHHBIX aCUMMETPUYHBIX KPUIITOAITOPUTMOB
ITporpammHas peanu3anusi COBPEMEHHBIX KPUIITOAITOPUTMOB
CpaBHUTENBHBIN aHaIU3 QYHKIMH XEIIUPOBAHUS

AyteHTrUKaIMS COOOIIEHUI

3aKO0HO/IaTENIHCTBO B 00J1aCTH KpUIITOrpauuecKoil 3aiuThl HHGopManuu
13. [TepcrieKTHBHBIE HAMPABJICHHS KPUNITOTpaPHH

LCoNoohkwhNE

B e
MO
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IIpuMepHbIe BUABI CAMOCTOSATEIbHON PA00THI P U3YYEHUH pa3esia 2 MOAYJIst

CucremaTtnueckas mpopaboTKa KOHCIIEKTOB 3aHATHH, y4eOHOW U ClIeUaIbHOW TEXHHUECKOW JUTEpaTyphl (110 BopocaM K nmaparpadam,
rJIaBaM y4eOHBIX ITOCOOHH, COCTaBICHHBIM IPEIOaBaTeIeM)

[ToaroToBka K MpakTHYECKUM paboTaM € HCIIOJIb30BaHHUEM METOANYECKUX PEKOMEH AN MpenogaBaTessi, opopMiIeHHEe 1a00paToOpHO -
IPAaKTUYECKUX paboT, OTYETOB K UX 3allUTE.

I1IK 2.4
OK 01-OK 09

ITpomeskyrounast arrecrauus [1M.02

18

YueOHas npakTuKa no pasaeay 1 moayas
Buabi pador:

- IlpuMeHeHHEe MPOrpaMMHBIX U IPOrpaMMHO-aIIapaTHBIX CPEACTB oOecnedyeHus HH(OOPMAIIMOHHOM 0€30I1aCHOCTH B
aBTOMATU3UPOBAHHBIX CUCTEMAX

- JIMargocTuka, yCTpaHeHHe 0TKa30B M 00eciedeHne padoTOCIOCOOHOCTH IIPOrpaMMHO-aMIIapaTHLIX CPEACTB 00eCIIedeH st HH(POPMAIlOHHOM
0€30MacHOCTH

- OueHka 3G GEeKTHBHOCTH MTPUMEHIEMBIX ITPOrPAMMHO-aNNapaTHBIX CPECTB 00ecIeueHrss HHPOPMAIMOHHON 0€30MacHOCTH
- CocraBieHue JOKYMEHTAIIMU 110 YUIETy, 00pab0TKe, XpaHESHHUIO U Iepeaade KOHPHISHITMAIbHOM HH(pOopMaIun

72

I[IK 2.4
OK 01-OK 09




- Hcnonp30BaHue MporpaMMHOI0 00ecreueHus 111 00padOTKH, XpaHESHHS M Iiepeaadr KoH(GHaeHIIaIbHON HH(MOPMaIlUK

- CocraBieHre MapIIpyTa U COCTaBa MPOBEACHHUS Pa3IMUYHBIX BUI0B KOHTPOJIbHBIX IIPOBEPOK IIPH aTTECTAIMA 00bEKTOB, IIOMEIICHUI,
IporpamMm, aJJropuTMOB.

- YcrpaHeHHe 3aMeYaHuM 110 pe3ybTaTaM IIPOBEPKU

- AHanM3 U COCTaBJICHUE HOPMATUBHBIX METOJUYECKUX JJOKYMEHTOB 10 00€CTICUCHNIO HH(POPMAIIMOHHON 0€30IacCHOCTH MTPOTrPaMMHO -
almnapaTHbIMU CpEACTBaMHU, C YHECTOM HOPMATHBHBIX IIPABOBLIX dKTOB.

[IpumeHeHne MaTeMaTUYECKUX METOJIOB JUIS OIEHKH KauyecTBa U BhIOOpa HAMITYYIIIEr 0 MPOTPaMMHOT'O CPEACTBA

Y4yeOHas npaKkTHKA O pa3aeny 2 MOay.Jast

Buasbl pador:

— Hcnonp3oBaHue TUMOBBIX KPUOTOrpa(UUECKUX CPEJICTB M METOOB 3aLIMThl HHGOPMALIMH, B TOM YHCJI€ U 3JICKTPOHH Oi MOKUCH

IIpousBoacTBeHHasi npakTuka mo IM.02

Buabi pador

— AHanu3 NPUHLIUIIOB TOCTPOEHUS CUCTEM MH(OPMALMOHHOMN 3aLUThI IPOU3BOACTBEHHbIX OAPA3IEIEHUN.

— TexHuueckas SKCIUTyaTalus 3JEMEHTOB MPOrPaMMHON U annapaTHON 3alllUThl aBBTOMATU3UPOBAHHON CUCTEMBI.

— YyacTue B 1MarHOCTUPOBAHUY, YCTPAaHEHUH OTKA30B U 00ecredeHuu paboToCrnoCOOHOCTH ITPOrPaMMHO -allllapaTHbIX CPENICTB
obecrieueHust MHGOPMAIMOHHOM 0€30MaCHOCTH;

— Ananmu3 3((HEKTUBHOCTH MPUMEHSAEMBIX ITPOrPAMMHO-aIIapaTHBIX CPEICTB OOecreueHHs HH(OpMAIMOHHOM 0€3011aCHOCTH B
CTPYKTYPHOM MOJIpa3eleHun

— YyacTue B obecriedeHnn yuera, 00paboTKH, XpaHEHUs U Nepeadn KOHPHASHINaIbHON HHpopMaIun

— [IpumMeHeHne HOPMATUBHBIX MTPABOBBIX AKTOB, HOPMATHBHBIX METOINYECKUX TOKYMEHTOB MO 00eCeueHII0 NH(POPMAITMOHHON
0€301acHOCTH TPOr'PAMMHO-AINAPaTHBIMU CPEACTBAMM MTPH BBIMIOJIHEHUU 3a/1a4 MPAKTHKH.

108

K 2.4
OK 01-OK 09

JK3aMeH 10 MPoecCHOHATBLHOMY MO/IYJIIO

18

Bcero:

634




4. VCJIOBMS PEAJTU3ALIMU TPOTPAMMBI IIPOGECCUOHAJIBHOTO
MOV

4.1. MaTrepuajibHO-TeXHH4YEeCKOe o0ecnedeHue nmpodeccunoHaabHoro moxyas IIM.02
3amura uHpopManuM B ABTOMATH3HPOBAHHBIX CHCTEMAaX MPOrPaMMHBLIMH U
NMPOrpaMMHO-aNMAPATHBIMH CPEICTBAMM.

Peanu3zanus npodeccuoHaibHOro MOAYJIS TpeOyeT HATMYUsl yueOHbIX KAOMHETOB:

A) Kaduner nunpopmarukm.

OcHalleHHOCTh Y4eOHOro KaOuHeTa:

Kommiekt mebenu i1t yaeOHOTo mmpoiiecca

MynsTUMenuiHoe 000pyJI0OBaHUE: MepPCOHATbHBIC KOMITBIOTEPHI — 12
IT.(MOAKIIOYEHHBIE K JIOKAIbHOM BBIYUCIUTENBHON ceTu u ceTu «MuTepuer»): IIK 3 -
ICL RAY S902.3, morutop ViewSonic VA2038W-LED; monutop 19" ViewSonic TFT
19" VA916; cucremusni 0Omox P-Athlon64 X2  6000/1024*2M6/320 Gb/
KJIaBuaTypa/Meliiib/koBpuk; ckanep MUSTEK Bear Paw 2400; npuntep Canon LBP-
1120; mpoextop mynbTumMeaniinbid Hitachi; kambKyasTopb.

CpenctBa oOydeHus: yueOHas JOCKa, CIIPaBOYHbIE MOCOOMS U AUAAKTUYECKUN MaTepua,
MeauaTeka (MyJbTUMeIda pa3paboTKU U MPE3EHTAlMU K ypoKaM), SKpaH.

IlepeyeHb JTUIIEH3UOHHOT 0 MPOrPAMMHOI0 00ecTieYeH s :

1C: Hokymentoobopor 8 KOPII (mumensus Ne75027601); 1C: Ilpenmpusitue 8.
Kommnekr nisi oOydenust. (nunensusi Ne8922961);  Microsoft Access (muneH3us
NeIM123460); Microsoft  Office  Standard  (mumensuss Ne66059532  OPEN
96044930ZZE1711); Microsoft Project Professional (munensust NelM123460); Microsoft
Visio Professional (nunensus NelM123460); Microsoft Visual Studio Enterprise
(muuen3ust NeIM123460); Microsoft Windows Enterprise (mumensust NelM123460);
Arent Dr.Web (munensust Ne QS34-HC7C-SD53-K5L2); KOMITAC-3D V19 (nurieH3ust
NeBr-20-00154); xommiekr I'APAHT-Macrep (nmmensust Nel2-40272-000898);
koMruiekT [1O mas peimieHuss OCHOBHBIX TMOJB30BATEIBCKUX 3ajad (CBOOOMHO pacmp.
[10); cipaBounas mpaBoBas cuctema «KoncynpranT [Imoc» (kortpakt Ne2025 CB 2 ot
04.12.20241); MoiiOduc O6pazoBanue (morosop Ne 2350/2017).

b) JlabopaTopusi MpOrpaMMHBIX H MPOrPaAaMMHO-ANMNAPATHBIX CPEICTB 3aLIUTHI
uHpoOpMaAUHU

OcHalieHHOCTh JabopaTopuu:

Komnuekt mebenu 11 yueOHOro npouecca.

MynpTUMenMiHOE  O0OpY/NOBAaHME: NEPCOHAJIBHBIE  KOMIBIOTEpHl — 22 IIT.
(MOOKIIFOYEHHBIE K JIOKAJIBHOM BBIYMCIUTENbHOW ceTh M ceth «HTepHeT»);
MynbTUMenuiHbI poektop Hitachi CP-X1250, pa3seTBuTens BUICOCUTHATIA; IPHHTEP
HP LaserJet Professional P1102

CpenctBa oOydYeHMs: KOMIUIEKT HarIHbIX mnocoouii «TexHuueckue cpencrna
uHboOpMaTH3aUN», TEXHUYECKas JIOKYMEHTalus Ha  TEXHUYECKHE  CpPeICTBa
uH(popMaTH3auuy, KOMIUIEKT MPE3CHTALNI; aHaIW3aTOp JIMHEHHBIX KOMMYHUKAIUH
ULAN-2; npuémuuk «CKOPIHOH» IOHCKOBBIM, CKOpOCTHOM Ver 3.5; KOHTPOJbHOE
ycrpoiictBo TECT-031; wmuorodyukiuonansHbeiii  nouckoBwii  mpubop ST 031;
HenuHeHsii Jokatop SEL SP-61/M «Katpany; ykazarens npoBoaku UP-7; annmapaTHblit
komruiekc AKKOPJI -AMD3 - 5.5; ammaparssiii kommiekc AKKOPJT -AMD3 - 5MX;;




anmnapaTtHbiil koMmmuiekc AKKOP/[ -AMD3 — 5.5 E; annaparssiii komruieke C31 HCJJ
AKKOPJl —AMD; renepatop myma ['II-2500; komruiekc 3amuThl WHGOPMalUU B
coctaBe PCl-mmata, IIO SN-5, cuuThiBarenp, 2 UACHTHPHUKATOPA; KOMIUIEKC 3aIUTHI
undopmaru Secret Net 5.0; komruiekc 3amutbl uHpopmanuu Secret Net 5.0; koMrieke
3amuThl uHGpopmanuu Secret Disc 4.0; cucrema BHOpPO-aKKYCTUUECKOM 3alllUThI
«Conara-ABy; ycrporictBo 3amutsl «CoHara-PC2y»; ycTpoiicTtBo 3amuthl «CoHara-P2y»;
BuOpomsnyuarens BU-45 — Smit.; amantep DWA-160-10 mt; DAP-2310 — Smit.; DES-
3200-28 — 8mr.; DES-3810-28 -2mr.; kommyratop D-Link DES-1005 — Smir.;
kommytarop D-Link DIR-615 — 5 wr.; kommyratop D-Link DES-1100-16 -5 miT.;
kpumiiep NT-2008AR; xkabenmpubrit Tectep NCT-1; Ttecrep kabembubiii TC-NT2;
SMART-Cart Annagun — 2mt; ASEDrive Ille V2C- 2 mit.; snexktponHsbIit kiatou eToken
— 8mr.; I[ICK3U «Ilunka 2.0» (muck + VYCb-ycrpoiicTBo) -5mT; mMmoacucreMa
pacnpenenéHHoro aynura u yrupasieHus «Axkopa-PAY» (2 CD + TM kmou DS-1996);
nporpamMmMmHo-anmapataeii - komruieke C3UWM  HCJL  «Axkopa-WIN64» (3 CD);
nporpamMmHo-anmnapatasii komriekc C3U HCI «Axkopa-WIN64» (2 CD)- 3 wr;
nporpamMmHo-anmnapatueiii - kommieke «Cobomb» ( PCI-  mmata,CD-muck  IIO,
COCIMHUTEND) — 3 T., 3kpaH HacTeHHbIH 200*200cM Braun Roll Vision.

IlepeyeHb JTHUIIEH3UOHHOT 0 POrPAMMHOI0 00eceYeHus :

Microsoft Access (mumen3ust NeIM123460); Microsoft Office Standard (mmen3us
Ne66059532 OPEN 96044930ZZE1711); Microsoft Project Professional (sunen3us
NeIM123460); Microsoft Visio Professional (mumensust NeIM123460); Microsoft Visual
Studio Enterprise (ymuensus NelM123460); Microsoft Windows Enterprise (iuimeH3us
NelM123460); anTuBHpyCHBIN TporpaMMHbIid KoMmiuieke: AreHT Dr.Web (numensus Ne
QS34-HC7C-SD53-K5L2); wommiuekt ['APAHT—Mactep (mumensus Nel2-40272—
000898); mnporpamMMHBIE ¥ TIpPOrpaMMHO-alNapaTHble CPEACTBA  OOHAPYKEHUS
Brops)keHHH (Snort 2.9 (cBodomHo pacmp. I10), Nmap 7.8 (cBoGomuo pacmp. 110));
CpEICTBa YHHMUYTOXKCHHS OCTATOYHOW WH(OpPMAIMu B 3allOMHUHAIONINX YCTPOHCTBAxX
(«CT'Y-2» nemoBepcus (cBoboaHo pactp. [10)); kommutekt 1O nmst pemenns OCHOBHBIX
MOJIb30BaTENbCKUX 3adad (cBoOomHo pacmp. [IO); cmpaBoyHas mpaBoBasi cCHUCTEMaA
«Koncynprant Ilmoc» (koHTpakT Ne2025 CB 2 or 04.12.2024r); nporpaMMHbIe
cpenctia BoisiBiieHus ysa3BuMoctell B AC u CBT (Tenable Nessus® vulnerability scanner
(cBobomHo pacmp. I10), Metasploit Framework (cBo6oano pacmp. I10); nporpammHbie
cpenctBa  kpunrtorpaduueckoir  3ammtel  MHopmaruu  (Kpuntollpo CSP 5.0
(JIuensuonnbiit koHTpakT Ne010/1020-002792 ot 28.08.20), ViPNet CSP 4 (cBo6oaHO-
pacnpocTpaHsieMoe); MPOrpaMMHBIE CpElICTBa 3alllMThl cpeabl BupTyanuzauuu (VM
Monitor (cBoboaro pacmp. I10), Zabbix (cBoboaHO pacrp. I10).

JloroBopbI 0 NPAKTUYECKOH MOAT 0TOBKE:
— AO «Mapwuiickuit MalmuHOCTpOUTENbHBIN 3aBoA» JloroBop Ne 1/2021 ot 01.02.2021 —
OeccpoUHbIi

— ®uman ITAO «Pocrenekom» B Pecnybnmke Mapuit On Jloroop Ne 83/2021 or
27.01.2021 - 6eccpounbIii



4.2. UupopmannonHoe odecneuenue npodeccuonanabuoro moayas IIM.02 3amura
uH(OPMANMY B ABTOMATU3MPOBAHHBIX CHCTEMAaX NMPOrpaMMHBIMHU M IIPOrPaAMMHO-
annapaTHbIMH CpeICTBAMU

OcHOBHAas U JOITIOJTHUTCIIbHAA JIUTCPATypa

KonnuectBo
. 9K3EMIUISIPOB,
Ne Cnucok UCOb3yeMOH JTUTEePaTypbl
n/m (nevammvle uzoanus, snekmpoHHbIE U30AHUS 3a NOCTeOHUE S lem) 6HMeIOmHXCH B
HOJINOTEKE, HIIH
ccplika Ha DBC
OCHOBHAZ JIMTEPATYPA
1. Kpakosckuii, FO. M. MeToas! 3amuThl HHGOPMAIIKMK : y4eOHO€e MocoOHe st | DNEKTPOHHBIN
By30B / KO. M. KpakoBckuii. — 3-e uzn., mepepad. — Cankr-IlerepOypr : pecypce
Jlans, 2021. — 236 c¢. — ISBN 978-5-8114-5632-1. — Tekcr:
ANEeKTpOHHBIN // Jlanb : »dnekTpoHHO-OMOMMoTewyHass cucrema. — URL:
https://e.lanbook.com/book/156401
2. ITpoxoposa, O. B. Mudopmanontas 6€30mMacHOCTb ¥ 3amuTa MHbopManuu /| INEKTPOHHBINA
O. B. IIpoxopoBa. — 4-e u3x., crep. — Caunkr-IletepOypr : Jlanp, 2023. — pecypce
124 ¢. — ISBN 978-5-507-47174-4. — Tekcrt : anekTpoHHbI // Jlanb :
ANIEKTPOHHO-OMOJIMOTEUHAS cucTema. — URL:
https://e.lanbook.com/book/336200
3. Ierpos, A. A. Komnbsrorepuas 0e3onacHocts. Kpunrorpapuueckne MeToasl | IAEKTPOHHbIH
3aIIUTHI : TTpaKTUYeckoe pykoBonactBo / A. A. Iletpos. - 2-e u3a. - Mocksa : pecype
JIMK IIpecc, 2023. - 451 c. - ISBN 978-5-89818-453-7. - Texkcrt:
anektponHbIit. - URL: https://znanium.com/catalog/product/2106222
JOINOJIHUTEJIBHASA JIMTEPATYPA
1. Oymkun, A. B. IIporpammHo-anmapaTHble CpeacTBa  ObOecreyeHus | IJNEKTPOHHBIN
nHpopmanmoHHon 6e3omacHOCTH : yueOHoe mocooue / A. B. lymkun, O. M. pecypce
bapcykos, E. B. Kpasuos, K. B. CnaBnoB ; noxa. pex. A. B. JlymxkuHa. -
Mocksa, 2022. - 248 c¢. - ISBN 978-5-9912-0470-5. - TekcT: 2JIeKTpOHHBIH. -
URL.: https://znanium.com/catalog/product/1911635
2. |KpamapoB, C.0O. Kpunrorpadpuueckas 3ammura wuHpopManuu: ydeOHOE| DIEKTPOHHBIN
nocobue / C.0O. Kpamapos, O.}0. Murtscosa, C.B. CokonoB [u ap.] ; mox pen. pecypc

C.O. KpamapoBa. — Mocksa : PUOP : UH®PA-M, 2023. — 321 c. - ISBN
978-5-369-01716-6. - Tekcr : AIIEKTPOHHBII. - URL:

https://znanium.com/cataloq/producU1899016



https://e.lanbook.com/book/156401
https://e.lanbook.com/book/336200
https://znanium.com/catalog/product/2106222
https://znanium.com/catalog/product/1911635
https://znanium.com/catalog/product/1899016

5. KOHTPOJIb 1 OIIEHKA PE3YJIbTATOB OCBOEHMUS
IMPOPECCHOHAJIBHOI'O MOAYJIA

KoHTposmis W oOlLlEHKa pe3ylbTaroB OCBOEHUS MPO(ECCUOHATBHOTO MOAYIS
OCYILECTBIIAETCS TpernoAaBaTeaeM B (OpMe TEKYIIEro KOHTPOJS YCIIEBAEMOCTH U
IIPOMEKYTOYHOMN aTTECTALIUH.

[IpomexxyTouHasi arrecTalusi UMEET IIeNIbI0 ONpPEAETUTh CTENEHb JOCTHKEHUS
3aIlJIAHUPOBAHHBIX PE3YJIbTATOB O0Y4YEHHS MO NPOPECCHOHAIBHOMY MOJYIIIO 33 MEPHO]T
oOyuenus. PopMa TPOMEKYTOUHOW arTecTaluu - AupdepeHIUpPOBAHHBIA 3ayer,
9K3aMEH, 3K3aMeH (KBaIH(pUKAIMOHHBIH).

Texkylmuid KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBIISIETCS B MPOLECCE MPOBEACHUS
MPAKTUYECKUX 3aHATHH M JIaOOpaTOPHBIX padoT, oOecrneurBacT OICHUBAHHE XOia
OCBOEHHUSI MOTYJIS.

@®opMBbl TEKYIIEr0 KOHTPOJI YCIIEBAEMOCTH: TECTUPOBAHHUE, YCTHBIA OMIpOC,
JIOKJIaJIbl, BBITMOJIHEHUE MPAKTUYECKUX U Ta0OPaTOPHBIX paboT.



Ne

HanMenoBanue
TEMbI

Kon Pe3yabTarsl 00y4enusi o npogecCHOHAIBLHOMY MOYJII0
dopmupyemoii
KOMIIETCHIIUHN YMETH 3HATh

DopMBbI KOHTPOJIS

MIK.02.01. TPOTPAMMHBIE U ITIPOI'PAMMHO-AIIITIAPATHBIE CPEJICTBA 3AIIUTHI UTH®OPMALIUHU

1. |TIpeamer n 3amaun| OK 01-OK 09 |-ycranasnmmBath, HacTpauBath, IPUMEHSTH —0CO0EHHOCTH M CrOcoObI NpuMeHeHus | TecTupoBanue
IPOTrPaMMHO- K 2.1-T1K.2.3 jnporpaMMHBIE U IPOrPAMMHO-aINapaTHbIE POrPaMMHBIX u IPOrpaMMHO-
ammapaTHOU CpencTBa 3aIUThl HHPOpPMaLuu aTmapaTHbIX CPEICTB 3aIUTHI
3alllMThI —OCYILIECTBIISITH MOHUTOPUHT U PETUCTPALIUIO uH(opManuy, B TOM qucie, B
vHpopMannK CBEIICHUM, HCOOXOMUMBIX JJIS 3aIIUTHI 00HEKTOB OIEPALIMOHHBIX CHUCTEMaX,
nH()OpPMATU3AINH, B TOM YHCIIC C HCIIOIb30BAHUEM [KOMIIBIOTEPHBIX CETAX, 0a3aX JaHHBIX
[IPOrPaMMHBIX M ITPOrPAMMHO-aapaTHbIX
CpeACTB OOHAPYKEHUs, IPEAYNPEKICHUS U
JIMKBUIALIUH TTOCIIEICTBUA KOMIIBIOTEPHBIX aTaK
2. |CraHImaptel OKO01-OK 09 |-ycranaBnuBath M  HACTpauBaTh  CPEICTBA —OCOOCHHOCTH M CHOCOOBI mpuMeHeHus | TecTupoBanue
0e30macHOCTH IIK 2.1-I1K.2.3 |aHTHBUPYCHON  3aIMMTBI B  COOTBETCTBHH  C [IPOrPAMMHBIX u nporpaMMHO- | Beimonnenue
MPEbIBISIEMBIMU TPEOOBAHUSIMU; anmapaTHBIX CPEICTB 3alMTHI | JAOOPAaTOPHBIX PadOoT.
—IPOBEPATH BBHINONHEHHE TPeOOBAHUM MO 3amuTe MHOpMAnMu, B  TOM  4YHCIE, B
nH(pOpMaMU OT HECAHKI[MOHUPOBAHHOIO JOCTYyMa (OMepParliOHHBIX CucreMax,
[pU aTTeCTallMM OOBEKTOB HH(OpPMATHU3ALKMKM IO KOMITBIOTCPHBIX CETSX, 0a3ax JaHHBIX
TpeOoBaHUAM 0€30MacCHOCTH HH(POPMAIINH;
—yCTaHaBJINBATh, HACTPAUBATh, IPUMEHSTh
[porpaMMHBIE U TPOrpaMMHO-aIIapaTHbIe
CpelcTBa 3aIUThl HHpOpMaIH
3. |3ammuiennas OK 01-OK 09 |-ycranapimBaTe ¥ HacTpamBaTh  CpPEICTBA —OCOOCHHOCTH M CIOCOOBI MpHMEHeHHs | TeCTHpOBaHuE,
apromatusupoBanH |[IK 2.1-11K.2.4 auTuBUpyCHO#M  3amMTBl B COOTBETCTBHU  C [IPOTPAMMHBIX " IPOrpaMMHO- | SKCIIEPTHOE
as cucremMa [peabSBISIEMBIMI TPEOOBAHUSIMH; aTmapaTHBIX CPEICTB 3aIuUThI | HAOMOICHHE
— TMarHOCTUPOBATD, YCTpaHSTh OTKa3bl, MHpOpMaLuu, B TOM  4HCIIE, B | BBIITIOJIHCHHU A
o0ecreuynBaTh pabOTOCIOCOOHOCTh M TECTUPOBATH [ONEPALIMOHHBIX crcTeMax, | 1abopaTopHbIX pador,
(GYHKIMH ~ OPOrpaMMHO-alIapaTHBIX  CPEICTB KOMIIBIOTEPHBIX CETAX, 0a3aX JaHHBIX; OLIEHKa IpoLecca u
3alUThl HHPOPMALIUY; —METOIBI TECTUPOBAHU GyHKIMi | PE3YyIbTaTOB
—IIPOBEPATH BBIMIOJIHEHHE TPEOOBAHMM IO 3aIuTe OTACITBHBIX OporpaMMHBIX 1 | BBIIIOJIHCHUA BUJIOB
nH(pOpMAIMU OT HECAHKIIMOHWPOBAHHOTO JOCTyMa [IPOrpaMMHO-aIapaTHbIX CpeAcCTB paboT Ha IIPaKTHKE

MpU aTTeCTallil OOBEKTOB HH(OpPMATHU3ALMH IO
TpeboBaHUsAM 0€301acHOCTH UH(OpMaLUy;
—yCTaHABJIMBATh, HACTPAUBATh, IPUMEHS T
MporpaMMHBIE ¥ TPOrPaMMHO-aIapaTHbIC
CpeACTBa 3alIUThl HH(OPMaLIUU

3aIUThl HHPOPMAIUH;

—0COOEHHOCTH U CIIOCOOBI MPHUMECHCHHUS
[IPOrPaMMHBIX U IPOrpaMMHO-
armapaTHBIX CPEJICTB TapaHTUPOBAHHOIO
YHUYTOXCHHSI WH(POpMaInu




Hecrabumasupyro | OK 01-OK 09 |-ycranapnueate ¥ HacTpamBaTh  CPEICTBA —OCOOEHHOCTH M CIOCOOBI mpuMeHeHws | TecTHpoBaHue,

mwee Bozaeicreue  |IIK 2.1-T1K.2.4 janTuBupycHONM  3alUThl B COOTBETCTBHH  C [IPOrPAMMHBIX u IIPOrpaMMHO- | IKCTIIEPTHOE

Ha OOBEKTEI MpEeAbSIBISIEMbIMU TPEOOBAHUSIMU; aIrapaTHbIX CpeacTB 3amuThHI | HabIo1eH1e

3alIUThI —JINarHOCTUPOBATh, YCTpPaHATh OTKa3hbl, HH(bOpMaL[I/II/I, B TOM YucCie, B | BBIIIOJIHCHUA
o0ecrieynBaTh PabOTOCIOCOOHOCTh M TECTUPOBATH [ONEPALIMOHHBIX cHucTeMax, | JabopaTOpHBIX padoT,
(I)YHKHI/H/I nporpaMMHO-alnapaTHBIX CpeIcTB KOMIIBIOTEPHBIX CETHAX, 0azax JaHHBIX; SKCIIEPTHOC
3alUThl HHPOPMALIUY; —METOIbI TECTUPOBAHUA byHKIUi HaOJIrO/ICHHE
—IIPOBEPSTH BBHIMOJHEHHE TPEOOBAHUHU IO 3aIIuTe [OTACIBHBIX IIPOr paMMHBIX 1 | BRIIOTHCHHS
nH(pOpMaLMU OT HECAHKIIMOHUPOBAHHOIO JOCTyNa [IPOrpaMMHO-AIIAPATHBIX cpencTs | IPAKTHYCCKHUX pabor,
[py aTTecTali OOBEKTOB WH(OpPMATH3AIMU MO BALIUTBI HH(POPMALUH; OIICHKa Ipornecca u
TpeOoBaHUsM 0€30MacHOCTH HHPOPMAIIUH; pe3ybTaTOB
—yCTaHABIIMBATH, HACTPAUBATH, IIPHMCHSThH BBITOJIHCHUS BUNIOB
[POrPaMMHBIE U TIPOTPAMMHO-aIapaTHbIe paboT Ha npakTHKe
CpeICTBA 3aIIUTH HHPOPMAITTU

[MpuHnub! OK 01-OK 09 -ycranaBmuBaTh W  HAacTpaMBaTh  CPEACTBA —OCOOEHHOCTH M CIIOCOOBI TpHMEHeHwus | I eCTUpOBaHue,

IIPOrpaMMHO- IIK 2.1-1IK.2.4 |anTMBMPYCHOW  3alMTBI B  COOTBETCTBMU  C [IPOrPAMMHBIX u IpOrpaMMHO- | 9KCIIEPTHOE

anmnapaTHou MpeIbABISIEMBIMA TPEOOBAHUSIMU; anmnapaTHBIX CpeIcTB 3amuTHI | HabJIo1cHHE

3aInThl —OUarHOCTUPOBATh, YCTpaHATH OTKa3Hhl, uH(popManuy, B TOM qHUcIe, B | BBITIOTTHCHHUSI

MH(OPMALMH OT obecreunBaTh pabOTOCIOCOOHOCTh U TECTUPOBATH ONEPALIMOHHBIX crucreMax, | J1abopaToOpHBIX padoT,

HECaHKIMOHHUPOBA q)yHKIII/II/I NporpaMMHO-aIapaTHBIX CpeacTB [KOMIBIOTCPHBIX CCTAX, 0a3ax JaHHBIX; OLICHKa IIponecca u

HHOTO JI0CTyIIa 3aIUThl HHPOPMAIINH; —METOIBI TECTUPOBAHMUS byHKIMi | PE3YABTaTOB
—TIPOBEPSTH BBHIMOJHEHHE TPeOOBAHUU 1O 3aIuTe OTACIBHBIX MPOT paMMHBIX H | BBIIOJHCHUS BUTTOB
nH(pOpMAIUK OT HECAHKIIMOHUPOBAHHOTO JOCTyMa [MPOrpaMMHO-aNNapaTHbIX cpencTs | pabOT Ha IIPaKTHKE

NPy aTTecTallid OOBEKTOB HH(POPMATHU3AIUHU 10
TpeOOBaHUAM 0€30MaCHOCTH HH(OpPMAIINH;
—yCTaHaBJIMBATh, HACTPAUBATh, IPUMEHSTh

3alUTHl HHPOPMAIIHH;
—THUIIOBBIE CPEACTBA M METObl BEACHUS
ayIuTa, CPEICTB U CHOCOOOB 3alllUThI

[POrpaMMHBbIE U IPOrPAMMHO-aIapaTHbIe MHGpOpMaIIH B JIOKaJIbHBIX
CPelCTBa 3aIUTH HHPOPMAIIUH BBIYMCITHTEITBHBIX CeTsIX, CpeNCTB
3aIATHl  OT  HECAHKIMOHUPOBAHHOIO
ocTyIa
Ocnogel 3amutel | OK 01-OK 09 |- quarnocruposarts, yCTPaHATh OTKa3bl, —OCOOEHHOCTH M CHOCOOBI mpuMeHeHus | TecTupoBanue
aBTOHOMHBIX NK 2.1-TIK.2.6 o6ecneunBath paboTOCIOCOOHOCTh M TECTUPOBATH [IPOrPAMMHBIX u IPOrpaMMHO-
aBTOMATH3UPOBAHH (GYHKIMM ~ IPOrpaMMHO-alNapaTHbIX  CPEACTB @IIapaTHBIX CperCTB 3QIUTHI
BIX CUCTEM 3aIuThl HTHPOPMAIIUH; uHpopmariu, B  TOM  4YHCIE, B
— IIPUMCHATh  IIPOrpaMMHBIE KW IIPOrpaMMHO- OIICPANMOHHBIX CHUCTEMaX,
armapaTHble CPEACTBA ISl 3alUTh HH(GOPMAIMK B [KOMIBIOTEPHBIX CETAX, 0a3aX JaHHBIX;
0aszax JIAaHHBIX; —METOJBI  TECTHPOBAHWS  (PYHKIMH
OT/IENbHBIX POrpaMMHBIX 0




—yCTaHaBJIUBAaTh, HACTPAUBATh, IPUMEHATh
[IPOrpaMMHBIEC U TPOTPAMMHO-aNapaTHbIC
CpeICTBa 3allUThl HH(POPMAIIUH;

—OCYIIECTBISITh MOHUTOPUHT M PETHCTPALHIO
CBEIECHUN, HEOOXOMUMBIX IS 3alUTEl OOHEKTOB
WH(pOpMaTH3alUK, B TOM YHCIIC C UCIIOJIb30BaHUEM
MPOrpaMMHBIX U IPOrPAMMHO-aIapaTHbIX

pOrpaMMHO-aMNapaTHbIX
3alUThl HHPOPMAaLIHH;

—TUIIOBBIE CpPEICTBA M METOJbl BEACHUS
ayauTa, CpPeNCcTB M CHOCOOOB 3aIlUTHI

CpPCIACTB

uH(bOopMauu B JIOKaJIbHBIX
BBIYMCIIUTEIbHBIX CeTsX, CPEICTB
3alUTBl  OT  HECAaHKLMOHMPOBAHHOIO

CpeICTB OOHAPYKEHUS, IPETYIPEKICHUS U nocTyma
JTUKBUIAIMY TIOCIEACTBUN KOMIIBIOTEPHBIX aTaK
3armmura OK 01-OK 09 -ycranaBnmuBaTh W  HAacTpaWBaTh  CPEACTBA —OCOOEHHOCTH W CIIOCOOBI MpHMEHEHUs | 1 €CTUpOBaHUe
IPOTPaMM OT [K 2.1-T1IK.2.4 anTuBHpyCHOH  3alUTBl B  COOTBETCTBUHM  C [POTPAMMHBIX u IIPOrPaMMHO-
H3ydeHNs MpeIbABISIEMbIMA TPEOOBAHUSIMU; arrmapaTHBIX CpENCTB 3aIUTHI
—JIMarHOCTUPOBATh, YCTpPaHATh OTKa3kbl, MH(bOpMaNuy, B TOM quciie, B
o0ecreynBaTh pabOTOCHOCOOHOCTh M TECTUPOBATH [ONEPALIMOHHBIX CUCTEMAX,
(GYHKIME ~ TPOrpaMMHO-AMMAPaTHBIX  CPEACTB [KOMIBIOTEPHBIX CETAX, 0a3aX JaHHBIX;
3alUThl HHPOPMALIHH; —METO/Ibl TECTUPOBAHUS byHKIMi
— MPOBEPSTH BBHIMOJHEHNE TPEOOBAHUI O 3amuTe OTACIbHBIX OpOorpaMMHBIX u
nH(pOpMAMU OT HECAHKIMOHWPOBAHHOIO JOCTYyMa [IPOrpaMMHO-aIapaTHbIX CpE/CTB
pyu aTTecTalud OOBEKTOB HH(OPMATU3ALUU 110 BAIIUTHI uHpopMaIKy;
TpeGoBaHUsM O0e30nmacHOCTH UH(POpMAITUT TUIIOBBIE CPEACTBA M METOIbl BEICHHUS
ayquTa, CPENCTB W CHOCOOOB 3allUTHI
uHbopMaru B JIOKaJIbHBIX
BBIYHMCITUTEITHHBIX CeTsX, CPEeICTB
3alUTBl  OT  HECAaHKIMOHMPOBAHHOIO
nocTymna
Bpenonocnoe OK 01-OK 09 |-ycranaBnmuBath ¥  HAacTpamBaTh  CpEICTBA —OCOOEHHOCTH W CHOCOOBI mpuMeHeHus | TecTupoBanue,
IIPOrpaMMHOE IIK 2.1-I1IK.2.6 [aHTMBUPYCHOM  3alMTBI B COOTBETCTBMU  C [IPOTPAMMHBIX u IPOrpaMMHO- | SKCIIEPTHOE
obecrieuenue MpeIbABISIEMbIMA TPEOOBAHUSAMU, aIrapaTHBIX CpeaCTB 3amuTHI | HaOJIo1eHHe
— IMarHOCTHPOBATh, yCTPaHSATh OTKa3bl, MHpOpMaLuy, B  TOM  YHCIE, B |BBIIOJIHCHUS
obecrieynBaTh pabOTOCIOCOOHOCTh M TECTUPOBATH [ONEPALIMOHHBIX crucreMax, | J1abopaToOpHBIX padoT,
(GYHKIMH ~ OPOrpaMMHO-alIIapaTHBIX  CPEICTB [KOMIIBIOTEPHBIX CETAX, 0a3aX JaHHBIX; OLICHKa Ipoliecca U
3alUThl HTHPOPMALIUY; —METOIBI TECTUPOBAHU b yHK1Mii | PE3YIbTATOB
—YyCTaHaBJIMBATh, HACTPAUBATh, IPUMEHATH OTIEIBHBIX IPOrpaMMHBIX 1 | BBIIIOJIHCHUA BUJIOB
[IpOrpaMMHBIE U IPOrPaMMHO-aIIIapaTHbBIE IMIporpaMMHO-aIIIapaTHbIX CpEACTB paboT Ha IIPaKTHKE

CpeACTBa 3allUThl HH(OPMALINY;

—OCYIICCTBJIATH MOHUTOPHUHI U PCTUCTPALUIO
CBENEHNM, HEOOXOMUMBIX JJIS 3aIIUTEH O0BEKTOB
nH(OpMaTH3aIIMH, B TOM YHCJIE C UCIOJb30BAaHUEM

3aIUThl HHPOpMAIUU




[IPOrPaMMHBIX U IIPOrPaMMHO-aIapaTHbIX
CpEeACTB OOHapYKEHUs, NPEAYNPEKIECHUS U
JIMKBUAALMY TIOCIEACTBUN KOMIIBIOTEPHBIX aTaK

9. |3ammra mporpamm | OK 01-OK 09 |-ycTamaBnuBate W HacTpauBaTh  CpPENCTBA —METOABI  TecTupoBanus  (yHkumii| Tectuposanmue,
U JaHHBIX OT [IK 2.1-11K.2.6 |aHTMBMPYCHOM  3alMTHI B  COOTBETCTBMH  C |[OTAEIBbHBIX MIPOTPAMMHBIX U | OKCIIEPTHOE
HCCaHKIIMOHMPOBA [PEbIBISIEMBIMU TPEOOBAHUSIMY; IMpOrpaMMHO-annapaTHbIX cpencTs | HabnmoieHne
HHOT'O —IUarHOCTUPOBAThH, YCTpaHATh OTKa3hbl, 3alIUTHI uH(popMauy; BBIITOJIHCHU A
KonupoBaHud obecrednBaTh pPabOTOCIIOCOOHOCTh U TECTHPOBATh ~OCOOEHHOCTH M CIIOCOOBI MpHMEHeHHs |1a00PaTOPHBIX pabor,
byHKIMH MporpaMMHO-anIapaTHhIX CPEIACTB [IPOrpaMMHBIX Hu IIporpamMMHoO- | OLICHKa ITponecca u
3alUThl HHPOPMAIINH; armapaTHbIX CPEACTB rapaHTHUPOBAaHHOIO |PE3YJIbTAaTOB
—YCTaHaBJIMBATh, HACTPAUBATh, IPUMECHATH YHUYTOXKEHUS UH(OpMALUU BBIIIOTTHCHNS BUJIOB
[IPOrpaMMHBIE U IIPOrPaMMHO-aIIapaTHbIE paboT Ha MPAaKTHKE
CpelcTBa 3aIUThl MH(pOpMaLuy;
—OCYILIECTBJISATh MOHUTOPUHT U PETUCTPALIUIO
CBEJECHUM, HEOOXOMUMBIX JIJIs1 3alUTHl OObEKTOB
nHGOPMaTH3aLMH, B TOM YUCJIE C UCIOIb30BAHUEM
[IPOrPaMMHBIX U IIPOrPaMMHO-aIapaTHbIX
CPEACTB OOHAPYKEHUS, NPEAYIPEKICHUS U
10. |3amwura OK 01-OK 09 |-nuarnocrupoBarh, yCTpaHsTh OTKa3bl, —METOALl  TecTHpoBauus  (QyHkumii | TecTupoBanue,
unpopmanuu Ha | I1K 2.1-IIK.2.6 |o6ecnieunBath paboTOCIOCOOHOCTL M TECTHPOBATH |OTAEIBHBIX POrpaMMHBIX U | OKCIIEPTHOE
MaIlUHHBIX (GYHKIIMM ~ [POrpaMMHO-AIMApaTHBIX — CPEJCTB [MPOrpaMMHO-ANIapaTHBIX cpezcTs | HaOIIoIeHHE
HOCHUTEILIX 3aIUThl HHPOPMAIINH; 3aIUThl HHPOPMAITUH; BBINOJIHCHUSA
— MPOBEPSATH BHIMOJIHEHNE TPEOOBAHMIA 1O 3aIUTE —OCHOBHBIC MOHATHS KpuUNTOrpaduu u 11abopaTopHbIX pador,
MH(GOPMALMU OT HECAaHKIIMOHHMPOBAHHOT'O JOCTYMA THUITOBBIX KPUIITOTpadHUECKUX METOOB U |OLICHKA Mpolecca u
pU aTTeCTallud OOBEKTOB HH(OPMATH3AIMHU IO [CPEACTB 3aUIUTHI MHGOpPMAIIIH; pe3yJIbTaTOB
TpeOOBaHUAM OE30MIACHOCTH HH(OPMAIMH —0COOEHHOCTH M CHOCOOBI HpHUMEHeHMs | BPIIOTHEHNUS BUIOB
—OCYILECTBIAATh MOHMTOPUHI U PErUCTPALUIO [IPOrPaMMHBIX u IPOrpaMMHO- paboT Ha MPAaKTHKE
CBEJICHUH, HEOOXOAUMBIX MJI 3aIlUThl OOBEKTOB @IIAPATHBIX CPEICTB I'apaHTUPOBAHHOIO
nHGOPMaTH3aLMH, B TOM YHCJIE C UCIOJIb30BAHUEM [YHUYTOXEHHs MH(OpMaluu
[IPOrPaMMHBIX u IIpOrpaMMHO-aInapaTHbIX
CPEACTB  OOHApy)KEHHUs, NPEAYNPEKIECHUS U
JIMKBUAALMY TIOCIEACTBUN KOMIIBIOTEPHBIX aTaK
11. | AnnapaTHbie OK 01-OK 09 |-muarnocrupoBars, YCTPaHSATh OTKa3bl, —THIIOBbIC MOJIEJIN yrpasienus | TecTupoBaHue
cpencraa IIK 2.1-11K.2.4 |oGecrieunBaTh paboOTOCIOCOOHOCT U TECTHPOBATH [IOCTYIIOM,  CPEIACTB,  METOIOB |
UIECHTU(QUKALMH 1 byHKIMH IporpaMMHO-anIapaTHbIX CPEIACTB [IPOTOKOJIOB UJCHTU PUKaLH u
ayTeHTH PUKAIUN 3aIUThl HHPOPMAIIUH; ayTeHTU QUKAIIHH;
[10JIb30BATENEH

— MPOBEPATH BBIMOJIHEHHE TPEOOBAHUIM MO 3aIIuTe

—0COOEHHOCTH U CIOCOOBI MPUMEHEHHUS




MHGOPMaLMU OT HECaHKIIMOHHUPOBAHHOTO JIOCTYIA
MpU aTTeCTalli OOBEKTOB HH(OpPMATHU3ALMH IO
TpeGoBaHusAM 0e30MaCHOCTH UH(OpMALUY;
—yCTaHaBJIMBATh, HACTPAUBATh, IPUMEHS T
MpOorpaMMHBIE ¥ TPOrPaMMHO-aIapaTHbIe
CpeACTBa 3alIUThl HH(OPMaLIUU

[IPOrPaMMHBIX u IIPOrpaMMHO-
QIlIIapaTHBIX CPENCTB T'ApaHTUPOBAHHOIO
YHUYTOKEHUSI UH popMaLiuu

12. | Cucremsl OK 01-OK 09 |- mnarnocrupoBars, yCTPaHATh OTKa3bl, —OCOOEHHOCTH M CHOCOOBI NpuMeHeHus | TecTupoBanue,
oonapysxenus arak |[1K 2.1-11K.2.6 |o6ecrieunBars paboTOCIOCOGHOCTh M TECTHPOBATH [IPOTPAMMHBIX u IPOrpaMMHO- | 3KCIIEPTHOE
U BTOPXKEHUHI byHKIMH I porpaMMHO-anmmapaTHbIX CPEACTB |alIapaTHBIX CpEACTB 3amuUThI | HAOMIOICHHE
3alUThl HHPOPMAIINH; uHbopMalMy, B  TOM  4Yucie, B |BBIMOIHECHUS
— IIPOBEPATH BBINOJHEHHE TPEOOBAHMM 110 3aIIUTE (OTMECPAI[MOHHBIX cucremax, | 1a00paTopHEIX pabor,
UH()OPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIA [KOMIIBIOTEPHBIX CETAX, 0a3aX JaHHEIX; OILICHKa ITpoLecca u
Ipyu aTTecTallud OOBEKTOB HMH(GOPMATU3ALUMU 110 —OCOOEHHOCTHM M CIIOCOOBI NMpPUMEHEHUs | PEe3yIbTaToB
TpeboBaHUAM 0€3011aCHOCTH UH(pOpMALIUH; MPOrpaMMHBIX Hu IporpamMMHO- | BBIIIOJIHCHUA BUJIOB
—yCTaHaBJIMBATh, HACTPAUBATH, IPUMEHSITh arIapaTHbeIX CPEACTB IapaHTHUPOBAHHOIO paloT Ha NpaKkTHKe
[IpOrpaMMHBIE Y IIPOrpaMMHO-aIIIapaTHbIE YHUYTOKEHHUs MHPOpMALWH;
CpelcTBa 3aIUThl MH(pOpMaluy; —THUIIOBBIE CPEACTBA M METOIABI BEICHHUS
—OCYILECTBJIATH MOHUTOPHUHT U PErUCTPALIUIO ayauTa, CPEICTB M CIIOCOOOB 3aIlMTHI
CBEJCHMM, HCOOXOAUMBIX IS 3aLIUTHl 00bEKTOB nH(popManuu B JIOKaJIbHBIX
MHGOPMATH3ALMH, B TOM YUCIIE C UCIOJIb30BAHUEM [BBIYUCIMTEIbHBIX ceTsXx, CpEACTB
[IPOrpaMMHBIX U IIPOrpaMMHO-alNnapaTHbIX 3alllMTel 0T  HCCAHKIIMOHHPOBAHHOI'O
CpeACTB OOHapYKEHUs, MPEAYNPEKICHUS U ocTyIa
JIMKBUAALMY TIOCIEACTBUN KOMIIBIOTEPHBIX aTAK
13. | OcHOBBI OK 01-OK 09 |-guarmoctuposats, YCTpaHATh OTKa3bl, —OCOOEHHOCTH M CHOCOOBI MpuMeHeHus | TecTupoBaHue,
HOCTPOCHUS HK 2.1-1K.2.6 oGecnieunBath paboTOCIOCOOHOCTh M TECTUPOBATH [POTPAMMHBIX u IPOrpaMMHO- | IKCIIEPTHOE
3alUIICHHBIX (GYHKIMM ~ IPOrpaMMHO-alIapaTHBIX CPEICTB [alNapaTHbIX CpEICTB 3aIIUTHI | HAOIIIOIeHNE
ceren 3aIUTH THPOPMALIUH; undopmaruu, B TOM  YHCIIE, B | BBIIIOJTHCHU
— MPOBEPATH BBHIMOJHEHHE TPEOOBAHUI 1O 3aIIuTe ONEPAITMOHHBIX cUCTEMAX, | IPAKTHUYECKUX padoT,

MHGOPMaLMU OT HECaHKIIMOHHUPOBAHHOIO JIOCTYIA
pu aTrTecTaluud O0BEKTOB HMHGOPMATU3ALUHU 10
TpeboBaHUsAM 0€301acHOCTH MH(OpMaLUY;
—yCTaHABJIMBATh, HACTPAUBaTh, IPUMEHSTh
[IPOrPaMMHBIE U IPOTrPAMMHO-AIIapaTHHIE
CpeACTBa 3allUThl HH(OPMALINY;

—OCYILLECTBIISATH MOHUTOPUHT U PETUCTPALIUIO
CBENEHNM, HEOOXOMUMBIX JJIS 3aIIUTEH O0BEKTOB
WH(POPMAaTH3AIMH, B TOM YUCIIE C UCIOJIb30BaHUEM

IMPOrpaMMHBIX W ITPOrpaMMHO-allllapaTHBIX

KOMIIBIOTEPHBIX CETsIX, 0a3ax JTaHHBIX;
—0COOEHHOCTH U CIIOCOOBI MPUMEHEHUS
[IPOrpaMMHBIX u HpOrpaMMHO-
anmnapaTHBIX CPEACTB TapaHTHPOBAHHOIO
YHHUYTOXXCHHS HH()OPMALIHH;

—THUIIOBBIC CPCACTBA WU MCTOABLI BCACHUSA
QyInuTa, CPEACTB W CHOCOOOB 3aIlUThHI

uHGbOpMAITUU B JIOKaJIbHBIX
BBIYMCIUTEIbHBIX CeTsXx, CpENCTB
3AIUTBl  OT  HECAHKIIMOHUPOBAHHOTO

OLICHKA IIpoLecca ’
pe3yJIbTaToB

BBITIOJTHEHHSI BUJIOB
paboT Ha IpaKTUKE




CPEACTB OOHAPYKEHUs, IPEAYNPEKICHUS U
JMUKBUIAINY TIOCIEACTBUN KOMITBIOTEPHBIX aTaK

A0CTYyIIa

14. |Cpencta OK 01-OK 09 |-muarnocrupoBars, yCTPaHATh OTKa3bl, —OCOOEHHOCTH M CHOCOOBI IpHMeHeHus | TecTupoBanue,
opranuzanuu VPN |TIK 2.1-1IK.2.4 |o6ecrieunBats paboTOCIIOCOOHOCTh U TECTMPOBATH [IPOrPAMMHBIX u IPOrpaMMHO- | SKCIIEPTHOE
GYHKIMM ~ TPOTrpaMMHO-ANIIApaTHBIX  CPEACTB @NIapaTHBIX CpenCTB 3auTHl | HAOMI0AeHHEe
3aIUThl HHPOPMAIINH; uHpopmaruu, B  TOM  4YHCiIe, B |BBIIOJIHCHUS
— IIPOBECPSTH BBIIIOJHCHUE Tpe6OBaHI/If/’1 10 3alIMTE [OIEPAITMOHHBIX CHUCTEMaAX, Ha60paTOpHI>IX pa60T,
UH(OOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYMA [KOMIIBIOTEPHBIX CETAX, 0a3aX JaHHBIX; OIICHKa TIpolecca u
MpU aTTeCTallud OOBEKTOB WH(OPMATH3AIMU IO —OCHOBHBIE MOHATHUS Kpunrorpaduu u|pe3yIbTaToOB
TpeGoBaHUsAM 0e30nacHOCTH UH(OpMAINY; TUIOBBIX KPUIITOIpaQUUECKUX METOJ0B U | BBIITOIHCHUS BUIO0B
—IIPUMCHSTh cpeacraa rapaHTUPOBAHHOIO CPEICTB 3aIUTHI HH(OPMAIHH; paboT Ha MpakTUKe
YHUUTOXXEHUs1 UHpopmanuu; —TUIIOBBIE CPEICTBA M METOZbl BEACHUS
—yCTaHaBJIMBaTh, HACTpauBaTh, IPUMECHATh ay[MTa, CPEICTB U CIIOCOOOB 3alIUTHI
IPOrpaMMHBIC U TPOTPAMMHO-AIIAPATHBIC MHpOpMaKH B JIOKQJIbHBIX
CpeACTBa 3allIUThl HH(OpPMALUH BBIUMCIIATEIbHBIX CeTsIX, CPEICTB
3alIUThl  OT  HECAHKLHMOHUPOBAHHOTO
nocryna
15. |OGecneuenue OK 01-OK 09 |-puarnocruposats, YCTPAHATh OTKa3bl, —OCOOEHHOCTH M CIOCcoObl mpuMmeHenus | TecTuposanue,
GesomnacHocTH 1K 2.1-1IK.2.4 loGecrieunBarh paboOTOCIIOCOOHOCTh M TECTUPOBATH [IPOrPAMMHBIX u IPOrpaMMHO- | 9K3aMEH
MEXCETEBOT 0 (GYHKIMM ~ [pPOrpaMMHO-ANNapaTHBIX  CPEACTB @IIapaTHBIX CpENCTB 3aIUTHI | KBATU(DUKAIIMOHHBIN,
B3aMMOJICH CTBHS 3alUThl HHPOPMALIUY; uHopmariu, B TOM  4YHClIE, B |IKCICPTHOC
— OPUMCHSTD CpeacTBa TrapaHTUPOBAHHOTO [ONICPAITMOHHBIX cucTeMax, | Habumoenne
YHUYTOXXEHUSI UHpopmanuu; KOMITBIOTEPHBIX CETAX, 6a3ax JaHHBIX; BBITIOJTHCHUS
—YyCTaHaBJIMBATh, HACTPAUBATh, IPUMEHSTh —OCHOBHBIC TIOHATUS KpuUnTorpadpuu u n1abopaTopHbIX padoT,
MPOrpPaMMHBIC U TTPOTPAMMHO-aNNapaTHbIC TUIIOBBIX KPUIITOT paUUeCKuX METOI0B M | OLICHKA ITporecca 1
CpelcTBa 3allUThI I/IH(I)OpMaHI/II/I CpenCTB 3l ThI I/IH(bopMauI/m; pe3yJibTaTOB
—TUIIOBBIC CPEACTBA M METOIbI BeacHus | BPITOIHEHNSA BUJIOB
QyIuTa, CPEACTB U CHOCOOOB 3aIlUThHI paboT Ha MpaKTUKe
uHbopmaru B JIOKAJbHBIX
BBIYMCIIUTEIbHBIX CeTsX, CpencTB
3alMTBl  OT  HECAaHKLMOHUPOBAHHOI'O
nocryna
16. |3amwura OK 01-OK 09 |-npuMeHsaTs, mporpaMMHBIE W IPOrPAMMHO- —OCOOEHHOCTH M CIOCOOBI NpHMeHeHus | T€CTUpOBaHUE,
uHpopManuu B 1K 2.1-1IK.2.4 janmapatHsle cpeacTBa [t 3alUThl HHGOPMALMK B [IPOrPAMMHBIX u IIPOrPaMMHO- | 9K3aMEH
0a3ax JaHHBIX 0a3ax JaHHBIX; armnapaTHbIX CpeacTB 3aIUTHI | KB (UKAIIMOHHBIH,
—IIPOBEPATH BBINOJNHEHUE TPeOOBaHMH MO 3amure MHGOpPMALMM, B  TOM  4YHCIE, B |IKCIEPTHOE
nH(pOpMAIUK OT HECAHKIIMOHUPOBAHHOI'O JOCTyIa ONCpParMOHHBIX cucremax, | HaOmo1eHue
[pY aTTeCTalii OOBEKTOB MH(POPMATH3ALMKM I10 KOMIIBIOTEPHBIX CETsX, 6a3aX JaHHBIX; BBITIOJTH CHUS




TpeboBaHUsAM 0€30MacCHOCTH HHPOPMAIIUH;

—IIPUMEHSTh cpencraa rapaHTUPOBAHHOI' O
YHUUYTOXKEHHS UH(POPMAIHH

—METObI TECTHPOBAHHUS byHKIUH
OTIEJIbHBIX MIPOT'PAMMHBIX nu
[IPOrpaMMHO-aIIapaTHbIX CpEICTB
3aIUThl HHPOPMAIUH;

—THIIOBBIC CPEJCTBA M METOJIbI BEACHUS
ayIuTa, CPENCTB W CHOCOOOB 3allUTHI

nabopaTopHBIX paborT,
OLIEHKa ITporecca u
pe3yIbTaToB
BBINOJIHEHUS BUI0B
paboT Ha IpaKTHKE

uHbopMaru B JIOKaJIbHBIX
BBIYHCIIUTEIBLHBIX CeTHX, CpEICTB
3alIUTBl  OT  HECAHKIIMOHUPOBAHHOTO
OCTyIa
17. |MonuTtopunr OK 01-OK 09 |—-mipoBepsTh BBIOMHEHHE TPEOOBAHHUU 10 3aIUTE —METOJIBI TECTUPOBAHUS ¢yukuuii | Tectuposanue,
cucreM 3amutel | [IK 2.1-11K.2.6 juadopManum 0T HECAHKIIMOHUPOBAHHOIO JOCTYIA |OTAEIBHBIX POrpaMMHBIX U | 9K3aMeH
MpU aTTeCTallM OOBEKTOB HMH(OpPMATHU3AIMH IO [IPOrpaMMHO-aNapaTHBIX CpeCTB | KBAIM(UKALMOHHBIH,
TpeOOBaHUAM 0€30IMacCHOCTH HH(POPMAIIUH; 3aIUThl HHPOPMAIUH; AKCIIEPTHOE
—yCTaHaBJIMBAaTh, HACTPAUBATh, IPUMEHSThH —THIOBBIE CPENCTBA M METOIB BejeHHs | HabIoIeHne
[IpOrpaMMHBIE U IIPOIrpPaMMHO-aIIIapaTHbIE QyJUTa, CPEACTB M CHOCOOOB 3aIIMThI | BBITOIHCHH
CpeICTBa 3alIUTHl HH(POPMAITUH; uHbopmaru B JIOKaJIbHBIX | JA00PaTOPHBIX padoT,
—OCYILECTBIISITH MOHUTOPUHT U PETUCTPALIUIO BBIYHCIUTEIIBHBIX CETAX, cpeznctTs | KCIIEPTHOC
CBENEHNM, HEOOXOMUMBIX JJIS 3aIIUTEH O0BEKTOB 3aI0ATBIl  OT  HECAHKIMOHWPOBAHHOI'O Ha0JI0/IeHKE
nH(pOpMaTH3allMK, B TOM YHCIIC C MCIIOJIb30BAaHUEM [1OCTYIIa BBIITOJIHCHHUA
[IPOrPaMMHBIX U IIPOrPAMMHO-AIIapPATHBIX MPAaKTHICCKUX PaboT,
CpeACTB OOHapYKEHUs, MPEAYNPEKICHUS U OLICHKa Tmpolecca v
JIMKBUIALIMU TIOCJIEICTBUI KOMIIBIOTEPHBIX aTaK pe3ynbTaTOB
BBITTOJTHEHUS BUOB
paboT Ha MPAKTHKE
18. |Hzyuenwue mep OK 01-OK 09 |-mpoBepsaTh BBINONHEHHE TPEOOBAHMH IO 3aINUTE —OCOOEHHOCTH M CIOCOOBI NpuMeHeHwus | TecTHpOBaHue,
3AIIHUTHI [K 2.1-I1K.2.6 madopMauu oT HECAHKIIMOHUPOBAHHOTO JOCTYIIA [IPOrPAMMHBIX u IPOrpaMMHO- | 3K3aMEH
uHpopManuu B MpY aTTeCTallM OOBEKTOB WHQOpPMATHU3AIMU TIO0 @MNIapaTHBIX CpeICTB 3aIUTHI | KBAIM(DUKALIMOHHBIH,
UH(GOPMAITMOHHBIX TpeGoBaHusAM Oe30nmacHOCTH UHOpMAINY; uHbopManMy, B TOM  4Yucile, B|9KCIEPTHOE
cucTeMax —IPUMEHSITh CcpeJicTBa rapaHTUPOBAHHOrO [ONEPATTMOHHBIX cucTemax, | HabJoenue
YHUYTOXKCHHS HH()OPMAIIHH; KOMIIBIOTEPHBIX CETsIX, 0a3ax TaHHBIX; BBITIOJIHEHU ST
—yCTaHaBJIMBATb, HACTPAUBATh, IPUMEHSITh —METOBI TECTUPOBAHHUS (yHKImii | TA00PaTOPHBIX padoT,
[IpOrpaMMHBIC U IPOIrpaMMHO-aIIIapaTHbIC OTJICIBHBIX I pOorpaMMHBIX u | OLICHKa ITpouecca u
CpeICTBa 3alIUThl HH(OPMAIIUH; IMpOrpaMMHO-annapaTHbIX cpenctTs | PE3yJIbTaTOB

—OCYIIECTBIISITh MOHUTOPUHT M PETHCTPALIHIO
CBEIECHUN, HEOOXOMUMBIX IS 3alUTEl OObLEKTOB
nH(pOpMaTH3alUH, B TOM YHCJIE C UCIOJIb30BAaHUEM

IPpOrpaMMHBIX U IMPOIrpaMMHO-aIlllapaTHBIX

3aIUThl HHPOpMAIUU

BBIIIOJIHEHUSI BUOB
paboT Ha MpaKTUKE




CPEACTB OOHAPYKEHUs, IPEAYNPEKICHUS U
JMUKBUIAINY TIOCIEACTBUN KOMITBIOTEPHBIX aTaK

19.

N3yueHue
COBPEMEHHBIX
MPOrpaMMHO-
armapaTHbIX
KOMIIJIEKCOB.

OK 01-OK 09
IK 2.1-11K.2.4

—IIPOBEPSATh BBIITOJIHEHUE TPEOOBAHMM IO 3aIMUTE
nH(pOpMaIUK OT HECAHKIIMOHUPOBAHHOI'O JOCTYyIa
[pU aTTeCTallud OOBEKTOB WH(OPMATH3AIMH IO
TpeGoBaHUsAM Oe30nacHOCTH UH(OpMAIIY;
—IIPUMEHSTh CpencrBa rapaHTUPOBAHHOT'O
YHUUYTOXKEHUS UH(OpMaIUy;

—YyCTaHaBJIMBATb, HACTPANBATh, IPUMCHSTH
IIPpOrpaMMHBIC U ITPOTrpaMMHO-AIIIIapaTHBIC
CpEeACTBa 3allUThl HH(OPMaLIUU

—0COOEHHOCTH U CIOCOOBI MPUMEHEHUS

[TPOrpaMMHBIX u IIPOrpaMMHO-
arnapaTHbIX CpeICTB 3aIIUTHI
mHpopmariu, B  TOM  4YHCIE, B
OneparmoOHHbIX cucTeMax,
KOMIIBIOTEPHBIX CETsIX, 0a3ax JTaHHBIX;

—0COOEHHOCTH U CIOCOOBI MPHUMEHEHHUS
MPOrpaMMHBIX u MIPOrpaMMHO-
QIIIapaTHBIX CPENCTB I'APAaHTUPOBAHHOIO
YHUYTOKEHUSI UH (popMaLiuu

TectupoBanue,
9K3aMEH
KBaTM(PUKAITMOHHBIH,
AKCIEPTHOE
HaOII0ICHHE

BBITIOJTH €HUS
71abopaTopHBIX padoT,
OIIEHKa Tpolecca u
pe3yIbTaTOB
BBITIOJTHECHUS BHJIOB
paboT Ha MPAKTHKE




3aIIUThl HHPOPMAIIUH

Ne | HammeHoBaHmue Kon Pe3yabTarsl 00yyeHusi no npogecCHOHAIBLHOMY MOYJII0 DopMmblI
TeMbl ¢popmupyemoii ymeTh — KOHTPOJIA
KOMIIETEHIIUH
MJK. 02.02. KPUIITOTPAOUYECKUE CPEACTBA 3AINIUTHI UH®OPMALIUN
1. Marematnueckue | OK 01-OK 09 -npumensts MaTeMaTHueckuii ammapaT Jisi (—OCHOBHBIC MOHSATHS KpUNTOrpadguu M TUMOBBIX | TecTupoBanue
OCHOBBI 1K 2.4 BBITTOJTHEHUS KpUNTOrpaUIECKUX KPUNTOrpaUUEecKuX METOJOB H  CPEICTB
KpHnTorpadun npeoOpa3zoBaHui; 3aIlUTHl HHPOPMAIIHH
—HUCIOJIb30BaTh  THUIOBBIE  MPOrpaMMHBIE
KpunTorpaduIeckue CpelcTBa, B TOM YHCIIC
PIIEKTPOHHYIO MTOJIHCH
2. MeTtonbl OK 01-OK 09 -npumensTs MaTeMaTHYECKMI anmapar s —OCHOBHbIE TIOHATUS Kpunrorpaduu u TuIoBbIx | TectupoBanue
KpUTTOrpaduuec K 2.4 BBIIIOJIH CHUS KpUnTorpaguueckux KpunTorpauyeckux MeETOAOB U CPEACTB| BEIMOJHEHHE
KOT'O 3alLlUThI peobpasoBaHHii; 3aLUThl HHGOPMALIHH 71a60paTOPHBIX
urHpOpMALUH —HCII0JIb30BaTh TUIIOBBIE MPOIPAMMHBIE paGor.
Kpuntorpadhudeckue cpeacTsa
3. Kpunroananus OK 01-OK 09 —npumensaTr MaTeMaTHMYECKUH ammapar s —METOAbI TECTUPOBAaHUS (PYHKIMH OTAENbHBIX | 1E€CTHpPOBaHME,
IIK 2.4 BBITIOJIH CHUS KpUNTOrpauecKux MPOrpaMMHBIX W MPOrpaMMHO-ANIapaTHBIX | 9KCIEPTHOE
npeodpa3oBaHui; CPEICTB 3aIIUTHl HH(OPMALIHH; HaOJI0ICHHE
—HCII0JIb30BATh TUIIOBBIE IPOrPAaMMHEIE —TUIOBBIE MOAENM YHOPaBIECHUSA OOCTYNOM, | BBIIOJHCHUA
KpunTorpaduueckue CpeacTBa JUKBUIALTUN CpEICTB, METOJI0B u MIPOTOKOJIOB nabopaTOPHbIX
MOCJEACTBUIM KOMITBIOTEPHBIX aTaK UIeHTH(UKAIINY U ayTeHTH PUKaInu; paboT, olleHKa
—OCHOBHBIE OHATHS KpUINITOrpaduK U TUIOBBIX | [IPOHECCa K
Kpunrorpapuyeckux METOJOB U  cpeacTs| PE3YJIBTATOB
3alUThl UHPOPMaLUU BBIMOJIHCHUA
BHJIOB pabOT
Ha MPAKTHKE
4, [ToTouHbIE OK 01-OK 09 -npuMeHsaTs, MaTeMaTHYECKMM ammapar il (—METOAbl TECTUPOBaHMs (DYHKIMM OTHENbHEIX | TecTupoBanue,
I PEI U K 2.4 BBIIIOJIH CHUS KpUNTOrpauueckux MPOrpaMMHBIX W IPOrpaMMHO-aNIMapaTHBIX | 9KCIEPTHOE
reHepaTopsl peoOpa3oBaHMii; CPEACTB 3allUThl MH(popMaLuu; HaOIII0IeHNe
TICEBIOCITYYaiHBI —HCII0JIb30BaTh THUIIOBBIC IIPOTPAMMHBIC —THUIIOBBIC MOJCIM YNPaBJICHUSA JOCTYIIOM, | BBIIOJHCHUA
X qHcen KpunTorpadudeckue CpeacTBa CpeICcTB CpEICTB, METO/IOB u TIPOTOKOJIOB | 1A00PaTOPHBIX
O0OHapYKEHUS, TPEAYIPEKICHUS U UISHTU(UKALIMY U ayTeHTH PUKaINH; paboT, oeHka
NMKBMIALIMH [TOCTIEACTBUNA KOMIIBIOTEPHBIX —OCHOBHBIC TTOHATHUS KpUNTOrpadguu v THMOBBIX | ITPOIECCa U
aTak Kpunrorpapuyeckux METOAOB MW cpeiacTs | PE3YJIBTATOB
BBITTOJIHEHUS

BHJIOB paboT
Ha IIPAKTUKE




KonupoBanue OK 01-OK 09 -npumensiTe MaTeMaTHYECKHil armmapar JJis (—METOIbl TECTHPOBaHWs (GyHKUHMH OTmenbHbIX | TecTupoBanue,
HHGOPMAIIUH. K 2.4 BBITIOJIHEHUS Kpunrorpauueckux [MporpaMMHBIX W [POrpaMMHO-aNMapaTHBIX | 9KCIEPTHOE
KommbroTepusanms peoOpa3oBaHMii; CPEIICTB 3aIIUTHI HH(POPMAIIUH; HaOJroieHne
() POBAHHSL. —HCII0JIb30BAaTh TUIIOBbIC IPOTPAMMHBIC —THUIIOBBIE MOJEIM YHOpPaBJIECHHUSA JOCTYIOM, | BBIIOJHCHUA
KpUnTorpapuueckue cpeacTna CPEACTB, METOH0B 51 TIPOTOKOJIOB | 1a00PATOPHBIX
UICHTU(UKALUY U ayTeHTU (PUKALUHY; paborT, oreHKa
—OCHOBHBIC TTOHATHS KPUNITOrpau ¥ TUMTOBKIX | IIPOLlECCa U
KpunTorpaQuyecknx METOJOB W cpeacTs | PE3YJIBTATOB
3aIUTHl HHPOPMALIUU BBITTOJIHCHHS
BHJIOB PaboT
Ha MPAKTUKE
Cummerpuunbie | OK 01-OK 09 |-npumensTh MaTeMaTHYeCKHil ammapaT Uil |—~METOABl TECTHPOBaHHs (YHKIMH OTHEIbHBIX | T ECTUPOBAHHE,
CHUCTEMBI K 2.4 BBITIOJIHEHUS KpUNTOrpaMueckux [MpOrpaMMHBIX U IPOrpaMMHO-aNMapaTHBIX | SKCIEPTHOE
mrdpoBaHus peobpasoBaHuii; CPEICTB 3aIIUTHl HH()OPMAIIHH; Ha0MoieHNe
—HCIIOJIBE30BATh TUIIOBEIC IPOrpPaMMHEBIE —THUIIOBBIE MOJEIN YIPaBICHUSA JOCTYIOM, | BBIIOIHCHUA
KpUITOrpauuecKue CpeacTBa JIMKBUAALNUN CPEACTB, METOHOB 51 IPOTOKOJIOB | 1a00PAaTOPHBIX
[OCJIEICTBUN KOMIIBIOTEPHBIX aTaK uACHTU(DUKALUY U ayTeHTU PUKALIUH; paboT, oleHKa
—OCHOBHBIC TTOHATHS KPUNITOrpadyu M TUITOBKIX | 1IPOLlECca n
KpuntorpaQuyeckux METOAOB W cpeacTs | PE3YJIBTATOB
3alUThl HHPOPMALIUU BBIIIOIHEHHUSA
BHJIOB pabOT
Ha MPaKTUKE
Acummerpuynsie | OK 01-OK 09 |-npumenste MaTemaTHyeckuii ammapar Uil —OCOOCHHOCTH W CIOCOOBI  TIPUMEHEHWsi | | €CTUPOBAHME,
CHCTEMBI K 2.4 BBITIOJTH CHUS KpUNTOrpauUecKuX [IPOrpaMMHBIX W TPOTrpaMMHO-aNMapaTHBIX | 9KCIEPTHOE
G pOBaHUS peoOpa3OBaHuIA; CPEICTB 3amUThl HHGOPMAIMK, B TOM YHCIIE, B | HAOIIOeHHE
—HCII0JIb30BaTh TUITOBBIC MPOrPAMMHBIE OMEpallMOHHBIX  CHCTEMaX, KOMIBIOTEPHBIX | BBITOIHEHUS
KpUNTOrpauuecKue CpeicTBa ceTsix, 0a3ax JaHHBIX; 71a00paTOPHBIX
—OCHOBHbIE TIOHATUS KpUTITOrpaduu U TUIOBBIX | PAOOT, OLlCHKA
KpunTorpauyeckux METOJOB W CPEACTB | ITpomecca u
3alUThl UHPOPMALUH pe3yJIbTaTOB
BBITOJIHEHUS
BHJIOB pabOT
Ha MPaKTUKE
Ayrentudukanus | OK 01-OK 09 -npumensr, MartemaTrueckuii ammapar Ais (—METOAbI TECTUPOBAHUS (DYHKIMH OTAENbHBIX | 1€CTHpPOBaHME,
JTAHHBIX. [K 2.4 BBITIOJIH CHUS KPUNTOrpaUUECKUX [IPOrPaMMHBIX M NPOrpaMMHO-aNIMapaTHBIX | 9K3aMEH
DIeKTPOHHAs npeoOpa3oBaHMmil; CPEICTB 3aIUThl HH()OPMALIHH; KBaan(bHKauHo
MTO/IITHCH —HCII0JIb30BAaTh TUIIOBBIE IPOIPAMMHBIE —TUIIOBbIE MOJENIM YIPABJIEHUS JOCTyIoM, | HHBIH,
KpunrorpaduuecKie CpecTBa JUKBUIALMI CPEACTB, METOHO0B u POTOKO0JI0B | PKCHIEPTHOC




MOCJIECTBUN KOMIIBIOTEPHBIX aTaK
—HUCMOJIb30BaTh ~ THUIIOBBIE  IMPOrpaMMHBIE
KpUNTOrpaduuecKue CpeicTBa, B TOM YHCIIE
RIIEKTPOHHYIO TOAMKCH;

UACHTU(UKALMY U ayTeHTH QUKAIINH;
—OCHOBHBIC ITOHATHS KPUIITOrpaQuK M TUITOBBIX
KpUNTOrpaQUIECKUX  METOJOB U CPEICTB
3aIIUTHl HHPOPMAIIUH

HaOJIrOIcHuE
BBIIIOJIHEHUS
1a00paTOPHBIX
paboT, oleHKa
nporecca u
pe3yJIbTaTOB
BBIITOJIHEHUS
BHJIOB pabOT
Ha IPAKTUKE

9. ANTOpUTMEI OK 01-OK 09 nipumensTh MaTeMaTHYECKHMI ammapar s |—METOIbl TECTUPOBAHUS (QYHKIHMH OTHENbHBIX | TE€CTHPOBaHME,
00MeHa KJIIouell u [K 2.4 BBINOJTHEHUS KPUNTOrpaUUECKUX [IPOrpaMMHBIX M MPOrpPaMMHO-aNMapaTHBIX | 9K3aMEH
IPOTOKOJIBI npeodpa3oBaHui; CPEICTB 3aIIUTHI HH()OPMALIHH; KBaHP(I)HKaLIHO
ayTeHTH (DUKALHH —HCIOJb30BATh  TUIOBBIE  IPOrpaMMHBIE |~TUIOBblE MOJENU YIpPaBICHUS JAOCTyIoM, | HHbBIH,

KpunTorpaduueckue CpelncTBa, B TOM YHCIIE |CPEICTB, METOJI0B u poToKoJoB | IKCICPTHOE
DIIEKTPOHHYIO TTO/IHCH; UIeHTH(UKAINY U ayTeHTH PUKaInN; HaOIoIeHNe
—IPUMEHATh  CPENCTBA  T'apaHTUPOBAHHOTO (—OCHOBHBIE MOHATHSA KPUNITOrpaduu M TUMOBbIX | BPITOTHCHIA
YHUYTOXCHUSI HH(OPMALIHH KPUNTOrpaUUEcKHX  METONOB M cpescts | 1A00PaTOPHBIX
3alIUThl KHPOPMAIIUU pabor, oLeHka
nporecca u
pe3yIbTaToB
BBINOJTHEHUS
BHJIOB paboT
Ha MPAKTUKE

10. | Kpunrozammra | OKOI-OK 09 |-nmpumensts MaTeMaTHYeCKWii ammapaT Uil |~METOABI TECTUPOBAaHHs (YHKIMH OTHCIbHBIX | T ECTUPOBAHHE,
uH(OpPMAIUY B IK 2.4 BBITTOJTHCHHUS KpUNTOrparuecKuX [IPOrpaMMHBIX ¥ TPOrpPaMMHO-aNIapaTHBIX | 9K3aMeH
CeTSAX mepenayn npeoOpa3oBaHui; CPEICTB 3allUThl HH()OPMALIHH; KBaJIE/I(bHKauno
JaHHBIX —HCI0JIb30BATh TUIIOBBIE  IIPOTrPaMMHBIE —OCHOBHBIE IOHATUS KPUIITOrpa(uu U TUIOBBIX | HHBIN

Kpunrtorpauueckue CpeicTBa, B TOM YHUCIE [KPUNTOrpaMuecKuX METOJAOB M CPEICTB

HIIEKTPOHHYIO MOAINCH; 3alMTHl HHPOPMALIUU

—IPUMEHSATh CPE/ICTBA FapaHTUPOBAHHOIO —TUIIOBBIE CPEJICTBA U METO/Ibl BEACHUS ayuTa,

YHUYTOXEHUs NH(OpMaLUN CPEelICTB M CHOCOOOB 3alUThl MHGOPMALUU B
JIOKQJIbHBIX BBIYMCIMTEIBHBIX CETSIX, CPEICTB
3alIMTHl OT HECAHKIIMOHUPOBAHHOTO IOCTYIA

11. | 3ammura OK 01-OK 09 \-ycranaBnuBaTh ¥ HACTpauBaTh CPEICTBA —METOIbI TECTUPOBaHMs (PYHKLHUM OTAENbHBIX | TE€CTUpOBAHHUE,
nHpOPMAIMH B K 2.4 QHTUBUPYCHOM 3alllUThl B COOTBETCTBUM C [IPOTPAMMHBIX M  [POrpPaAMMHO-aNMNapaTHBIX | 9K3aMeH
DIEKTPOHHBIX PEAbSIBISIEMBIMU TPEOOBAHUSIMY; CpPE/CTB 3alllMThl HH(popMaLuu; KBajIH(l)HKaHI/IOH
IATEKHBIX —NPUMEHATh MaTEeMAaTUYeCKUH ammapar i |—OCHOBHBIE MOHATHS KpUNTOrpaguu U THIoBbIx |HbIH,

BBITIOJIH CHUS KpunTorpaguueckux Kpunrorpaguueckux MeETOAoB W cpencts | IKCHIEPTHOC




cucTemMax npeo0pa3oBaHMi; 3AIMTHl MHPOPMAIIUK HaOJII0IeHnE
—HCIIOJIb30BaTh  THUIIOBBIE  IIPOIPAMMHBIE (—THIIOBBIE CPEICTBA M METObI BEJAECHHS ayInTa, | BBIIIOIHEHHS
KpunTorpaduueckne CpelcTBa, B TOM YHCIIE [CPEACTB U CIOCOOOB 3amMThl MHPOPMAIMHM B 71ab0paTOPHBIX
SJIEKTPOHHYIO MOIHUCH; JIOKAJIbHBIX BBIYMCIMTEIBHBIX CETAX, CPENCTB|paboT,
—IIPUMEHATh ~ CPEACTBA  TrapaHTUPOBAHHOrO [3ALIUTHI OT HECAHKIMOHUPOBAHHOTO IOCTyma | OLCHKa
YHUYTOXKEHHST MHQOpMaIuu npoirecca u
pe3yIbTaToB
BBIIOJTHEHHSI
BUJIOB paboT Ha
IPAKTUKE
12. | Komnstoteprass | OK01-OK 09 |-ycranaBnmuBare W HacTpamBaTh CpEeICTBA |—METOIBI TECTUPOBaHWS (YHKLMH OTAEIBHBIX | TeCTHpOBaHME,
creraHorpadus [IK2.4  QHTMBUPYCHOW 3alMTHl B COOTBETCTBMHM C [IPOrPaMMHBLIX M  [POrPaMMHO-aIapaTHHIX | IK3aMEH
MpEIbSBISIEMBIMUA TPEOOBAHUSIMU; CPEICTB 3aIIUTHI HH()OPMALIIH; KBaJTM(HUKAINOH
—IPUMEHATH MATEMATHUECKMH ammapaT Uil ~OCHOBHbIE HOHATHS KPUITOrpaduy U THIOBEIX | HbIH,
BBIIOJIHEHUS KpUNTOrpauUecKuX [KpUunTorpadpuuecknx METomoB H  cpencTs |IKCHEPTHOC
npeoOpa3zoBaHuil; 3alUThl HHPOPMALUU HaOIoIeHNe
—HCIIOJIb30BATh ~ THUIIOBHIE  [POrPAMMHBIE [—TUIIOBBIE CPEACTBA U METOIBI BEACHUS ayauTa, | BPIITOTHCHIA
KpunTorpaduuecKue CpeicTBa, B TOM YHUCIE (CPEACTB U CIOCOOOB 3alUThl MH()OpPMALMH B 11a00PaTOPHBIX
SIIEKTPOHHYIO [TO/IIHCH; JIOKAJIbHBIX BBIYMCIUTENBHBIX CETAX, CPEICTB paboT, oLeHka
—IPHUMCHATH CPEACTBA TAPAHTUPOBAHHOT O 3alMThl OT HCCAHKIIMOHUPOBAHHOI'O NOCTYIIa fiporiecca 1
YHUYTOXEHHSI HH(POPMAIIHN pe3yJIbTaToB
BBITIOJTHEHHSI

BUJIOB paboT Ha
ITPAaKTUKEC




Kpurepuu oneHuBaHusi pe3yjbTaToB o00yudeHHs] 1O MNPodecCHOHAIBHOMY
MOYJIIO, IKAJIA OLleHUBAHUSI.

Kpurepuu onieHnBanus:

— YCBOEGHHE MPOTPaMMHOI0 TEOPETUYECKOro Marepuana (00beM 3HaHUM, TIyOuHa
YCBOCHHS);

— YMEHHE Hu3JlaraTh MPOrPaMMHBIM MaTepuan (4eTKOCTh, TPAMOTHOCTh M3JIOKECHUS
Marepuaia, TOUHOCTh U MOJHOTA BOCIPOU3BEICHUS yueOHOTr0 MaTepraa);

— YMEHHE IPUMEHSTh TEOPETUICCKHEC 3HAHKS Ha TIPAKTHKE.

[lIxana onleHUBAHUSL:

PesynbraTel cmaum auddepeHIIMpoOBaHHOTO —3ayeTa, HJK3aMeHa, JK3aMeHa
(kBaM(DUKAIIMOHHOIO)  OIIEHMBAIOTCS MO  IKAJle  «OTJIMYHO»,  «XOPOIIOY,
«YOBIIETBOPUTEIILHO», «HEYIOBJIETBOPUTEIILHO.

OrneHka «OTJIMYHO» BBICTABISIETCS OOy4YaIOMEMYCsl, KOTOPBIA TJIIYOOKO U
NPOYHO YCBOMJI TMPOrpPaMMHBIA Marepuall, NpOSBIsSET 3HAHME OCHOBHOM U
JOTIOTHUTEIILHON JIUTEPATYPhl, TPAMOTHO, JIOTUYECKHA CTPOMHO M apryMEHTHUPOBAHO
M3JIaraeT MaTepual, /1aeT MCUEPIIbIBAIOIIME OTBETHl HAa MOCTAaBJIEHHBIC BOMPOCHL. B
OTBETE€ TECHO YBS3BIBACTCS TEOpPHUSI C MPAKTUKOW, MPU HTOM OOydYAIOIIMICS HE
3aTpyAHSETCA C OTBETOM IPU BHUJIOW3MEHEHHMM 3a/IaHusi, CBOOOJHO CIIPABIISECTCS C
MPAKTUYECKUMH 33TaHUSIMU.

OneHka «XOpOIIO» BBICTABISIETCS O0yJaromieMycsi, TBEPAO 3HAIOIIEMY
MPOrPaMMHBIA MaTepHall, KOTOPBIH H3JIaraeT ero TpaMOTHO W IO CYIIECTBY, HE
JIOITYCKAET CYIIECTBEHHBIX HETOYHOCTEHW B OTBETE HA BOIIPOC, MPABUIILHO MTPUMEHSIET
TEOPETUYECKUE TIOJOKEHUSI TIPH PEIICHUH TPAKTUYECKUX BOMPOCOB W 3ajad, HE
WCIBITHIBACT 3aTPYAHCHHUH C OTBETAMHU Ha BOTIPOCHI.

OreHka «yJIOBJIETBOPUTEIBHOY» BBICTABIISICTCS 00YyJaronIeMycsi, KOTOPBIM UMEeT
3HaHUS TOJBKO OCHOBHOTO MaTepualia, HO HE YCBOHMJI €ro Jerajied, IOmycKaeT
HETOYHOCTH, HEJJOCTATOYHO MPAaBWIbLHBIC (DOPMYIMPOBKH, UCTIBITHIBACT 3aTPYAHCHUS
MIPY BBITIOJTHEHUH MPAKTHYECKUX paboT.

OneHka «HEYJIOBJIETBOPUTEIILHO» BBICTABISIETCA 00yYaromemMycsi, KOTOpPbId He
3HAeT 3HAYMUTEJIbHOM YacTH MPOrpaMMHOr0 MaTepuasa, JOMYCKAaeT CYIIECTBEHHbIE
OIMMOKHA, HEYBEPEHHO, C OOJBITUMHU 3aTPYJHEHUSMH BBITIOTHSAET MPAKTHYCCKUE
paboTHI.




JlonmosiHeHUsI U U3MEeHeHHs K padoueil mporpaMMe Ha y4eOHbI rox

Jlomonuenust 1 u3MeHeHus K padoueit mporpamme Ha 2024-2025 yqeOHbIil TOA
no  mnpodeccuoHaibHoMy — monymo  [IM.02  3ammra  uHdpopmanuu B
aBTOMATHU3UPOBAHHBIX CHUCTEMax NPOrpaMMHBIMM U MPOrPaMMHO-aINapaTHBIMU
CPEIACTBAMH.

B pabouyto nporpamMmmy BHECEHBI CIAEAYIOLINE U3MEHEHHUS:

B coorBerctBuM ¢ mnpukazoM Munnpocsemenus Poccuiickonn ®enepanuun
Ne464 ot 03.07.2024r. «O BHECEHHHM M3MEHEHUI B (eiepaibHbIe TOCYIaPCTBEHHbBIC
oOpa3oBarelbHbIE CTAHAAPTHI  CPEIHET0 MPO(ECCHOHATBLHOTO  O0pa3OBaHUS
(yrBepkzeH MunuctepctBoM toctuimu Poccuiickoit @enepanun 09.08.2024 Ne
79088) wu3MeHEHO HaMMEHOBAaHHWE OOIIMX KOMIIETEHIUH MPOPECCHOHATBHOTO
MOJYJIS:

OK 01. BriOupath cmocoObl pemieHust 3a1ad MpoPecCHOHATbHON JIeITEIIbHOCTH
MPUMEHUTENBHO K PA3IMYHBIM KOHTEKCTaM

OK 02. Mcnonb3oBaTh COBPEMEHHBIC CPE/ICTBA MOKMCKA, aHAIM3a U WHTEpPIpPETAIIUU
uHbpopMauul U MHGOPMAIMOHHBIE TEXHOJIOTUW JUIA  BBIMOJHEHUS  3aj1ad
npodecCHoHaTbHON EATEIHHOCTH

OK 03. [InanupoBaTh U peaan30BbIBaTH COOCTBEHHOE MPOQPECCHOHATBLHOE U
JUYHOCTHOE Pa3BUTHE, MPEANPUHUMATENBCKYIO JAESITEILHOCTh B MPOo(dheccrnoHaIbHOM
chepe, HCHOJIB30BaTh 3HAHHMS 1O NPABOBOM U (PUHAHCOBOW TIPaMOTHOCTU B
Pa3TUYHBIX )KU3HEHHBIX CUTYyaIUsAX

OK 04. DddexTrBHO B3aUMOJICHCTBOBATh U padOTATh B KOJJIEKTUBE U KOMaH/IE

OK 05. OcymecTBisiTb YCTHYHO M  THCbMEHHYIO KOMMYHHUKAI[MIO Ha
rocynapcTBeHHOM si3bike Poccuiickoii @Depepanuu ¢ y4eTOM OCOOCHHOCTEH
COLIMATIBHOTO M KYJIbTYPHOIO KOHTEKCTa

OK 06. IIposiBISTh TIpakIaHCKO-NATPUOTHYECKYIO TMO3UIIMIO, JIEMOHCTPUPOBATH
OCO3HAHHOE IIOBEJACHUE Ha OCHOBE TPAJAULHUOHHBIX POCCHMCKUX JYXOBHO-
HPABCTBEHHBIX  ILIEHHOCTEH, B TOM YHCI€ C y4YE€TOM TapMOHHM3alUU
MEKHAIIMOHAIIBHBIX M  MEXPEJIUTHO3HBIX OTHOILICHUM, MPUMEHSTh CTaHJIAPThI
AHTUKOPPYMIIMOHHOTO MOBEACHUS

OK 07. CopelicTBOBaTh COXPAHEHUIO OKPYXAIOIIEH Cpelbl, pecypcocOepeKeHUIO,
INPUMEHSATH 3HaAHUS 00 M3MEHEHUU KIMMaTa, IPUHLIHIIBI O €peKIMBOr0O MPOU3BO/ICTBA,
3¢ (HEeKTUBHO 1EWCTBOBATH B UPE3BBIYANHBIX CUTYAIIHIX

OK 08. Hcrnonb3oBaTh cpenctBa (PU3NYECKON KYJIbTYphl MJIi COXpaHEHHUS U
VKPEIUIEHHs] 3/I0pOBbsi B  Ipouecce MNpoPecCUOHAIBHOM  JAESITENIbHOCTH U
HoJJepKaHUsI HEOOXOIMMOT0 YPOBHSA (pU3MUECKOM OArOTOBJIEH HOCTH

OK 09. Ilonp30Barbcsi MPOPECCHOHATIBHON TOKYMEHTAMENd Ha roCyJapCTBEHHOM U
MHOCTPAHHOM SI3bIKAX

JloronHenuss U U3MEHEHUs B paboueil mporpamMme OoOCYXIAEHbI Ha 3acelaHuu
[MIK nHPpOpMALIMOHHBIX TEXHOJIOTHUH.

«30» aBrycra 2024r. (mpotokoin Ne 1)

Ipencenarens ITIK X M—/Z/ /J1..JlorunoBa/
/



JlonmosiHeHUsI U U3MeHeHHs K padoueii nporpaMMe Ha y4eOHbI 1oy

Jononnennss u  u3Menennss k  [IM.02  3ammra wuHbopmanmu B
aBTOMATH3UPOBAHHBIX CHUCTEMAax MPOrPaMMHBIMU H TPOrpaMMHO-aNIapaTHBIMU
CpeACTBaMH: B pasfesl YCIOBHS peanu3auuyd Y4eOHOM JUCHUIUIMHBI (TIyHKT
Nudopmarimonnoe obecrnieueHne y4eOHOM IUCUMILIMHBI) BHECEHbl H3MEHEHUs B
CIMCOK OCHOBHOW U JIONIOJIHUTEJIbHOW JINTEPATYPHI.

JloronHenuss U U3MEHEeHUsl B paboueil mporpaMme oOCYXAEHbI Ha 3acelaHuu
[MHK nHpOpMAaLIMOHHBIX TEXHOJIOTHUH.

«30» aBrycra 2025r. (mpoTokos Ne 1)

[Mpeacenarens IT1K ] M—/Z/ /J1.N.JIorunosa/
/



